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Abstract

Mining of sensitive rules is the most important task in data mining. Most of the existing techniques worked on finding sensitive rules 
based upon the crisp thresh hold value of support and confidence which cause serious side effects to the original database. To avoid 
these crisp boundaries this paper aims to use WFPPM (Weighted Fuzzy Privacy Preserving Mining) to extract sensitive association 
rules. WFPPM completely find the sensitive rules by calculating the weights of the rules. At first, we apply FP-Growth to mine as-
sociation rules from the database. Next, we implement fuzzy to find the sensitive rules among the extracted rules.  Experimental 
results show that the proposed scheme find actual sensitive rules without any modification along with maintaining the quality of 
the released data as compared to the previous techniques.
Keywords: Fuzzy Logic, Sensitive Rules, WFPPM, Weights

1.  Introduction
Data is an important part of an organization. Due to the growth 
of data in databases, there comes the need of data mining. Data 
mining extract important data items from large databases using 
different association rule mining techniques. In this paper asso-
ciation rules are mined by using FP- Growth unlike other studies 
which mostly use apriori data mining technique. This data is 
shared among different companies which help them in better deci-
sion making. Along with the normal data this data also contains 
some sensitive information. Major issue raised during informa-
tion sharing is leakage of sensitive information. So it is required 
that this sensitive information must be extracted and hidden. In 
this paper main focus is on extracting sensitive information from 
the database which is further hidden using cryptography tech-
nique. Privacy preserving data mining provided a solution to this 
problem. In the previous research methods thresh hold support 
and confidence are used as a benchmark for extracting sensitive 
rules. They increase or decrease the support or confidence of the 
rules for making it sensitive. These methods only consider the 
frequency of the items in the data set to calculate its sensitivity. 
Doing this causes serious side effects to the original databases 
like generating ghost rules, lost rules and false rules. But in some 
cases like banking or any other financial organization sensitiv-
ity of the rule does not only depend upon the frequency of the 
item set in the given database. In such cases values of the param-

eters are more important upon which the sensitivity of the rule 
depends.  To overcome the limitation of existing methods the 
approach of weighted fuzzy association rules are used.

Fuzzy logic is based on the concept of decision making on 
the basis of range of values instead of stop ranges. After extract-
ing the rules from the available dataset using FP-growth sensitive 
rules are mined using WFPPM technique. 

The remaining parts of this paper are organized as follows. 
Related studies regarding Fuzzy correlation algorithm, Fuzzy 
FP-Growth and Fuzzy Apriori will be in Section 2. Data set used 
for the implementation of this paper is explained in Section 3. 
Section 4 gives the graphical representation of the dataset. The 
proposed algorithm is given in Section 5. The experimental 
results demonstrate the calculated weight of individual attribute 
used to find the sensitivity of the rule is given in Section 6. The 
conclusion is then given in Section 7.

2.  Related Studies
Existing studies mostly depended upon two values support and 
confidence for deciding the sensitivity of the rule. (Karthikeyan 
et al., 2012; Chueh,2007) proved that only fuzzy support and con-
fidence measures are insufficient for filtering out uninteresting 
fuzzy correlation rules, so a new method has been proposed for 
discovering fuzzy association rules using fuzzy correlation rules. 
In this framework a fuzzy correlation measure for fuzzy num-
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bers, is used to augment the fuzzy support- confidence for fuzzy 
association rules. Author described that according to the afore-
mentioned framework if support and confidence of the two fuzzy 
items is equal to or greater than minimum threshold values than 
they are considered as an interesting fuzzy association rule. But 
the presence of this fuzzy item-set does not necessarily imply the 
presence of other fuzzy item-sets which are also included in these 
fuzzy association rules. Hence there is an urgent need for analys-
ing the relationships between fuzzy item-sets. Therefore authors 
try to find out the linear relationship between two fuzzy item-sets 
using fuzzy correlation analysis.3 Applied fuzzy FP- growth to 
mine fuzzy association rules instead of apriori data mining algo-
rithm and compare the difference. From the experimental results 
it is illustrated that the proposed method outstand the apriori 
algorithm in aspect of execution time. It proved that by applying 
FFP-growth to generate frequent patterns can highly promote 
the overall efficiency execution. 4 Analyzes time series data using 
extended Fuzzy Frequent Pattern (FP) growth approach against 
the existing approach called Fuzzy Apriori (FA). Extended fuzzy 
FP- Growth approach is 2-step process. Firstly frequent item-
sets were found using FP tree algorithm. Secondly extended 
fuzzy FP-Growth is applied. Experimental results show that this 
method is efficient and scalable for extracting both small and 
long frequent patterns. The Fuzzy FP-Growth approach provided 
solution to the problem of finding long frequent patterns by using 
least frequent items as a suffix and there by offering good selec-
tivity. The approach reduces the search costs to a great extend. FP 
growth approach outperforms FA approach in terms of execution 
time.5 Proposed new Fuzzy ARM algorithm which is 8-19 times 
faster for the very large standard real-life dataset as compared to 
fuzzy apriori. This algorithm contains the novel combination of 
features like two-phased multiple partition tid list-style process-
ing, byte-vector representation of tid lists, and fast compression of 
tid lists that contribute a lot to the efficiency in performance. This 
algorithm also included an effective pre-processing technique 
for converting a crisp dataset to a fuzzy dataset. Fuzzy Apriori 
itself was a very inefficient and slow algorithm when it comes to 
dealing with very huge datasets. Thus, any fuzzy adaptations of 
Apriori would be inadequate to deal with newer real-life datasets 
which are becoming larger day-by-day. Very large data sets also 
can’t be handled by in memory algorithms like FP-Growth but 
only by algorithms which are not totally memory dependent. But 
the proposed algorithm was based on a two-phased processing 
technique, and uses a tid list approach for calculating the fre-
quency of item sets. Due to which the proposed algorithm was 
much faster than the fuzzy apriori algorithm. 6 Extended his 
research by using Borgelts prefix trees for computing fuzzy asso-
ciation rules. In order to adapt Borgelts algorithm to mine fuzzy 
association rules, they modified the prefix tree structure to store 
the fuzzy frequencies of each item set and modified the algorithm 

to propagate these values through the tree as it is updated. It is 
proved experimentally that fuzzy rule sets provide better running 
time and accuracy. Authors included fuzzy logic management 
in the software provided by Borgelt, and have obtained similar 
accuracy with respect to the basic Apriori algorithm. However, 
the running time of Borgelts algorithm is much lower, and its 
use may enable online detection while7 integrated Decision Tree 
and Naive Bayes with fuzzy logic for diagnosis heart disease. 
In their research, six attributes were reduced to four attributes 
which automatically reduced the number of tests to be taken by a 
patient. From their experiment they proved that these techniques 
outplayed other data mining techniques. Further8 proposed new 
fuzzy mining algorithm based on the AprioriTid approach to 
find fuzzy association rules from given quantitative transactions. 
The proposed algorithm can also solve conventional transac-
tion-data problems by using degraded membership functions. 
Author in his work has assumed that membership functions are 
known in advance. But in future research attempt can be made 
to dynamically adjust the membership functions in the proposed 
mining algorithm to avoid the bottleneck of the acquisition of 
membership functions. Research analyzed that Apriori per-
forms better than AprioriTid in the initial passes but in the later 
passes AprioriTid has better performance than Apriori. Due to 
this reason another algorithm can be used called Apriori Hybrid 
algorithm in which Apriori is used in the initial passes but in 
the later passes one can switch to AprioriTid. In9 authors pro-
posed new algorithm named Fuzzy Cluster Base (FCB) which 
worked along with Partial Fuzzy Cluster Base (PFCB). Unlike 
PFCB, FCB performs single database scan for calculating the 
final support of itemsets. It has been proved in10 that repeated 
scan of database for mining association rules decrease the overall 
performance of the algorithm. Therefore a new algorithm named 
Fuzzy Cluster Test (FCT) has been proposed which reduced 
incredible amount of scanning data as compare to existing Fuzzy 
Association rule Mining. Therefore the running time of min-
ing algorithm having lesser database scan is reduced greatly and 
shows better performance. In11 authors used fuzzy programming 
approach instead of fuzzy algorithm to fulfill 2 objectives: a) data 
reduction b) privacy preserving for data sharing. While achiev-
ing these two objectives Euclidian distances must be preserved. 
Authors proposed the approach for selection of Fourier coeffi-
cient through coefficient suppression to achieve the above said 
objectives.   Many algorithms have been proposed two solve these 
issues, one of them is random projection method but they did 
not preserve Euclidean distances due to non-orthogonality of 
the matrix. Hence fuzzy programming approach has been pro-
posed to select a minimal set of high-energy coefficients across 
the rows of transformed data. Experimental results demonstrate 
that the proposed approach outperforms in achieving much 
better mining quality than the existing techniques like random 
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perturbation and random projection giving the same degree of 
privacy in both centralized and distributed cases. In the above 
quoted studies related to fuzzy association rule mining (FARM) 
emphasise was on the use of fuzzy in finding association rules by 
the use of either apriori or FP- growth instead of finding asso-
ciation rules. Some studies have considered minimum threshold 
support or confidence value for finding sensitive rules. But con-
sidering only the threshold value of support and confidence is 
not sufficient for efficiently extracting the sensitive rules from 
the database. So in this paper our focus is on extracting sensitive 
rules from the database using WFPPM technique.

Data used
Sample data set that we use in our experiment is the standard 
dataset. All the datasets are chosen from UCI Machine Learning12 
repository and KEEL datasets13,14. This datasets are explained in 
Table 1. 

3.  Proposed Methodology

3.1  FP-Growth
FP-growth algorithm is one of the latest and most efficient 
algorithms in depth-first algorithm15. The algorithm does not 
subscribe to generate and test paradigm of Apriori. FP-growth 
adopts a divide-and-conquer strategy. It encodes the data set 
using a compact data structure called FP-tree and extracts fre-
quent itemsets directly from this structure. The problem of 
mining frequent patterns in database is transformed into that of 
mining the FP-tree. Figure 1 illustrates the process of finding fre-
quent pattern using FP-Growth.

3.2  Working of FP-Growth
•	 Convert csv file to .dat file. 
•	 Pass this .dat file to the main program. 
•	 From main program we will call algorithm that will create 

FP-tree and will implement FP-growth.

•	 First records from file will be traversed one by one. From 
these records we will find frequent items. To find frequent 
items :-

•	 First a record will be picked, then record will be divided into 
tokens, these tokens will be added to map, where each entry 
will contain the occurrence of the item. We will sort these 
map entries on the basis of occurrence, keys having occur-
rence more than threshold will be frequent items. 

For tree Creation:-
•	 Create a root node.
•	 Get each record from the file, divide record into token, and 

then create a list which contain frequent item in sorted order 
for a particular record. Send this list for insertion in tree as 
nodes.

•	 Get item from the list then if item is a children of the tree 
increment it’s count else add item to the tree as children and 
add it to the end of the tree node. 

4.  Finding Frequent Pattern
•	 Find frequent pattern in the tree with their support and add 

to map.
•	 Read the tree in recursive order, child to parent till root node 

and create conditional patterns. Add conditional pattern to 
the map as key and last node count as value of map.

Figure 1.  Mining by FP-Growth.

•	 Divide conditional patterns into tokens; add these tokens to 
a map as key and count of conditional pattern containing 
this token as value. 

•	 Ignore the items having values less than threshold, create 
conditional tree using higher value items. 

Table 1.  Data Set Descriptions12

Data Set Characteristics:   Multivariate including (Numeric, 
Categorical and binary values)

Number of 
Instances:

45211 Area: Banking

Attribute Characteristics: Real Number of 
Attributes:

16 + output 
attribute

Date Donated 2012-02-14

Associated Tasks: Association Rule Mining Missing Values? N/A Number of Web 
Hits:

163828
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•	 Process the map of conditional pattern and conditional fre-
quent items to get frequent items in the record. Add these 
items to the list and use this list to create frequent patterns.

4.1  Fuzzy weight based prediction
Fuzzy logic is the branch of logic in which the truth value of a 
logical proposition is represented as a real value on unit inter-
val [0, 1]. Fuzzy logic provides means to represent approximate 
knowledge16-18. It is a logic that arrives at a definite conclusion 
based on vague, ambiguous, or imprecise input information. The 
algorithm consists of the following steps:
•	 Find all the available parameters on which rules can be built. 

Parameters are simply the fields in our dataset like age, edu-
cation etc.

•	 Find data type of each parameter along with the range of 
values that each parameter holds.

•	 Find lower and upper bound of the parameters, to create 
member function. Bound can decide the type of member-
ship function, like if our age parameter is spanned between 
10 -100 and our higher bound value is set to 50 then it is 
a triangular membership function. Starting from 10, peak 
is at 50 and then again slides down toward higher values. 
Using fuzzy logic we are assigning a weight to the parameter 
values. 

•	 For integer and float type our function automatically set the 
weight to the parameter value based on our lower and upper 
bounds.

Range value = ((higher bound – lower bound)/ 10)
						                 (1)
Weight = 1 – (critical value – value for parameter) / range value * 10)
						                 (2)

Equ. (1) gives the value of range which depends upon the 
bounds for parameter which is between the lowest and highest 
value it has. Lower bound is the lowest value and higher bound 
is the max value, critical value depends on how we want to set 
our range. 

Equ. (2) finds the weight of individual parameter. Suppose 
for age between 10 – 100 if we want to give highest preference 
to people around age 50 then we will set critical value to 50 and 
function will give highest weight to the age around 50. If we set 
highest bound to 100 functions will give highest preference to 
100.
•	 For string values, we have a dictionary of string weights, 

which can help us define the range of weights for different 
values. Like for a profession parameter we can set weight 
for various profession which can help to categorize the 
professions over the range of lower, medium and higher pro-
fession. Or A, B, C and D class profession. And as per our 
requirement we can define the member function to target 
a particular range. e.g. If managers need to target high class 
and lower middle class professional.  Then we can define our 
member function in such a way e.g. we can set fuzzy logic 
like, 

If profession is Class A Then Highly suitable
If profession is Class B Then not so suitable
If profession is Class C Then suitable
If profession is Class D Then not suitable.

So we can define string weight based on string weight dic-
tionary and based on that can define fuzzy logic for string.
•	 After finding the weight of individual parameter using fuzzy 

based weight calculation, weight of each rule is calculated. 
For this we need to read mined rules one by one.

•	 We will read one rule, split it into parameters and then our 
weight calculation module will find weight for each param-
eter based on its type and our defined boundaries. After 

Figure 2.  Flow of WFPPM.
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calculating the weight of each parameter, we will find the 
weight of the rule, by averaging the weight of each param-
eter.

•	 After calculating the weight of all rules, next step is to find 
the sensitive rules; we have split the rules in the range of 

highly sensitive, sensitive, average and low based on the 
weights of the rules. So instead of defining a strict threshold 
to define sensitive rules we have used fuzzy logic to catego-
rize the rules over a range on basis of their weight. Figure 2 
summarizes the process for identification of sensitive items.

(a) (b)

Figure 3.  (a). Mapping function of age. (b). Mapping function of balance.

(c) (d)

Figure 3.  (c). Mapping function of education. (d). Mapping function of campaign.

(e) (f)

Figure 3.  (e). Mapping function of pdays. (f). Mapping function of duration.
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4.2  �Fuzzy membership function of individual 
parameter

Following are given the membership functions of each param-
eter in the database which helps in deciding the sensitivity of the 

attribute. We applied these membership functions to fuzzify the 
values.

(g) (h)

Figure 3.  (g).  Mapping function of previous. (h). Mapping function of contact. 

(i) (j)

Figure 3.  (i).  Mapping function of job. (j).  Mapping function of day.

(a) (b)

Figure 4.  (a). Graph of weight of Balance attribute for all possible values. (b). Graph of 
weight of Age attribute for all possible values.
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(c) (d)

Figure 4.  (c). Graph of weight of campaign attribute for all possible values. (d)
Graph of weight of contact attribute for all possible values.

(e) (f)

Figure 4.  (e). Graph of weight of Day attribute for all possible values. (f). Graph of 
weight of Previous attribute for all possible values. 

(g) (h)

Figure 4.  (g).  Graph of weight of Duration attribute for all possible values. (h). 
Graph of weight of job attribute for all possible values.   
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5.  Experimental Results
In this section experimental results are given in which weights 
of the individual parameters are calculated using WFPPM which 
helped in calculating the weight of a complete rule present in the 
database. Further these rules have been divided in the range of 
highly sensitive, sensitive, average and low based on the weights 
of the rules to find sensitive association rules (SAR). So instead of 
defining a strict threshold to define sensitive rules we have used 
fuzzy logic to categorize the rules over a range on the basis of 
their weight.

6.  Conclusion
In this paper, we have presented a novel framework for extract-
ing sensitive fuzzy association rules from “frequent items” with 
quantitative properties (sub itemsets) using weighted fuzzy sets. 

The WFPPM algorithm produces a more succinct set of fuzzy 
association rules using fuzzy measures and weight as the inter-
estingness (certainty) measure and thus presents a new way for 
extracting sensitive association rules from items with properties. 
This is different from normal quantitative ARM. Experimental 
results show that the proposed scheme extracts sensitive rules 
from the data set by considering the weight of individual param-
eter rather than depending upon the minimum threshold value 
of support and confidence. Largely, WFPPM offers potential to 
apply this framework in varied domains like banking sector or 
other financial organization where sensitivity of the rules depends 
upon the value of the parameter rather than its frequency of 
occurrence in a database. This technique helps the researcher to 
efficiently extract the sensitive rules which are further to be hid-
den by using one of the association rules hiding technique for 
privacy purpose.

(i) (j)

Figure 4.  (i).  Graph of weight of martial status attribute for all possible values. 
(j). Graph of weight of Poutcome attribute for all possible values.

(k) (l)

Figure 4.  (k).  Graph of weight of Education attribute for all possible values. (l). Graph of 
weight of Pdays attribute for all possible values.
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