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Abstract

Now a days, the people are attracting towards the digital currency due to demonetization, rapidly changing world, and global pay-
ment options etc. The industries are looking for such a technology which works in digital currency environments with the account 
of all the transactions. In this paper, we have discussed Blockchain technology, an evolving technology, which provides an assistance 
to the industries in digital currency environment with the record of each transaction. We have discuss the various types of block-
chain with the core concept of hashing algorithm. We have discussed the application of blockchain in different industries and how 
it can make the significant impact on the business. The paper also focuses on the challenges of blockchain which are required to 
address before implementation. Therefore, this paper provides an insight on the blockchain technology with the fear and smile of 
beginning of new era of transparency.
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1.  Introduction
Now a days, the world is going through the new revolution which 
is known as digital revolution and it starts with the use of inter-
net. With the usage of the internet, a new era of decentralization, 
no central authority, has been started, which will be supported 
by cryptography. Especially in the area of cryptography or digital 
cash, a lot of advances have been done by applying the scien-
tific research. Earlier, the digital cash had been conceptualized 
with the implementation of central server which can prevent 
the double spending, privacy and having controlling power1-3. 
By implementing the advances of cryptography and decentral-
ized network of computers, a new profound technology, which 
is known as Blockchain, has been introduced. This emerging 
technology has the potential to change the life of society with 
new rules of spending and it will be the complete paradigm shift. 
The decentralized system, blockchain, started a new era of global 
payments, corporate governance, democratic participation and 
functions of capital markets. The blockchain, a novel technique, 
can ensure the security with privacy and consensus of all the 
players. In the present days, the block chain has to be understood 
by its definition, technique and usage along with the limitations.

The blockchain can be defined as a database which is distrib-
uted, shared, encrypted and it assists to develop as an irreversible 

and incorruptible public repository of information4-7. This tech-
nology permits, for the first time, unrelated people to reach 
consensus on the occurrence of a particular transaction or event 
without the need for a controlling authority. In this technology, 
the security is ensured if no adversary wields a large fraction of 
the computational (or other forms of) resource.

The proposed technology, Blockchain technology, has the 
potential to reduce the role of middleman who is one of the 
most important economic and regulatory actors in our soci-
ety. It allows the people to transfer an exclusive piece of digital 
property or data to others, in a safe, secure, and incontrovertible 
manner. Blockchain technology can create digital currencies that 
are not backed by any governmental body in case of demonetiza-
tion. It can develop digital contracts or smart contracts, whose 
execution does not require any human intervention. It provides 
a marketplaces in decentralized manner which can be oper-
ated free from the reach of regulation8. It is also assisted by the 
decentralized platforms for communications and to monitor or 
spy those platforms will become more difficult in future days. It 
also generates the assets which are Internet-enabled assets that 
can be controlled just like digital property. Blockchain is a world-
shattering technology, and this technology will shift the balance 
of power from centralized authorities in various fields like busi-
ness, finance, supply chain, voting, and intellectual property and 

Global Journal of Enterprise Information System DOI: 10.18311/gjeis/2016/15770

*Author for correspondence



30

Block-Chain: An Evolving Technology

Vol 8 | Issue 4 | October-December 2016 | www.informaticsjournals.com/index.php/gjeis GJEIS | Print ISSN: 0975-153X | Online ISSN: 0975-1432

in politics also9. Therefore, it can be said that blockchain is a 
beginning of new era of digital property, smart contracts, decen-
tralized governance and global capital market.

In the present paper, we have tried to understand and describe 
the blockchain technology. We have reviewed the literature for 
its definitions. We have also described the various types of the 
blockchain. There are three types of blockchain are in the fash-
ion: Public, Private and Hybrid. We will elaborate all the types of 
blockchain. The paper also focuses on the various essential fea-
tures of blockchain implementation like permissioned network, 
assets, transactions and consensus, a very important and unique 
feature. We have also done the work on its core technology, 
which make it safer and securer than other emerging technolo-
gies. To make it safer, the hashing algorithms have been deployed 
which is very difficult to wiretap. We also throw the light on the 
various applications of blockchain technology. Every technology 
has come with some limitations, therefore, we also focus on its 
limitations as it can eliminate many of our fundamental free-
doms. Therefore, it can be said that the presented paper provides 
a complete overview about blockchain, which can be helpful for 
the future transaction in the internet based globe.

The remainder of the paper is as follows: Section 2 will 
describe the definitions, types and technology of blockchain 
while section 3 will focus on business applications of blockchain. 
The challenges of the evolving technology will be discussed in 

section 4. The paper will be concluded in section 5 with the rec-
ommendation for future work.

2.  Blockchain Technology
Blockchain is the primary technology behind bitcoin and the 
core part of this technology is the distributed data store. All the 
participants in blockchain have their own data stores. The data 
stores store all of the transactions which has ever happened in 
the network. Therefore, the concept of blockchain is a distrib-
uted public ledger which is having the records of all transactions 
that have been performed in blockchain network and it has been 
shared among all the participant nodes. Each transaction in the 
public ledger is verified by consensus i.e. majority of the par-
ticipants are agreed about the transactions. The main security 
feature of blockchain is that if any transaction has been entered 
in the public ledger, it can never be erased. Thus, the blockchain 
contains a certain and verifiable record of every single transac-
tion ever made in the network. Therefore, it can be said that this 
technology provides a transparent network which was developed 
by open source, collaborative approach, and a good degree of 
decentralized contributed work. Firstly, we will review the vari-
ous definitions of blockchain. To understand the blockchain and 
its information, a blockchain with two blocks is shown in Fig 1.

Figure 1.  Schematic Diagram of Blocks.

3.  Definitions
We have previously explained the blockchain in general manner 
and its core concepts. In the literature, we found few definitions 
for blockchain. According to different practitioners, the defini-
tion of blockchain is “a magic computer that anyone can upload 
programs to and leave the programs to self-execute, where the 
current and all previous states of every program are always pub-
licly visible, and which carries a very strong crypto-economically 

secured guarantee that programs running on the chain will con-
tinue to execute in exactly the way that the blockchain protocol 
specifies.”11 This definition is given in artistic manner (magic 
computer) and it losses the scientific precision due to the lack-
ing of the words like ledger, money or transactions etc. At the 
conceptual level, the blockchain is more informational and pro-
cedural and it cannot be said that it is limited to only financial 
services.
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Another definition with the focus on financial services has 
been given12, “If we modify our database schema so that each row 
can represent multiple assets, rather than the blockchain’s native 
currency, then we can rid ourselves of that currency entirely. This 
leaves us with a blockchain as a way to achieve consensus and 
security in a peer-to-peer financial application for any class of 
asset.” As cryptography is the essential part of the blockchain, the 
crypto experts said that the coin should be an integral part of the 
network to maintain the security.

There is myth among the practitioners that the concept of 
blockchain is interesting but the currency or the store of value 
is not very interesting. It is not possible that we cannot consider 
both the things separately. There should be a primary value of 
the token or coin (bitcoin) that’s used to move value, and there is 
a requirement of an incentive system to create the token or coin 
and the created token or coin will be used for the transactions of 
digital property13.

4.  Types of Blockchain
After the understanding of blockchain in the definitions, we will 
discuss the various types of blockchains. There are three types 
of blockchains: Private, Public and Hybrid blockchains. We will 
discuss the nature of each type of blockchain which will help us 
to understand the core concept of each blockchain.

In the Public blockchain, the digital ledger is completely 
decentralized and it can be accessible to any Internet user. The 
public blockchain is having the nature of free and unconditional 
participation of everyone in the process. The participants will decide 
about the current state of blockchain and what kind of blocks will be 
added to the chain. For validation of transactions, the public block-
chain relies on consensus mechanism of proof-of-work. Especially 

in the case of Bitcoin, the longest chain – the chain with the most 
proof-of-work – is considered to be the valid ledger.

As intended in the name, the entries in a fully private block-
chain are monitored by a central authority of decision-making for 
writing permission. For read-permissions, it may be restricted to 
the participants or open to all the users. In a private blockchain, 
an organization can listed down the users based on the process of 
Know-Your-Business (KYB) and Know-Your-Customer (KYC). 
The difference between public and private blockchains is the 
extent to which they are decentralized, or ensure anonymity.

Between  the  two  extremes,  there  exists  a  continuum of 
“partially decentralized” blockchains, rather than a strict public/
private dichotomy. Partially decentralized, also called “consor-
tium blockchains”, constitute a hybrid between the low-trust (i.e. 
public blockchains) and the single highly-trusted entity model 
(i.e. private blockchains)14

5.  Features
A distributed database of records of all the transactions, which 
are happened and shared among all the participant nodes, called 
the blockchain. The transactions are happened due to the avail-
able digital assets like one will send the digital assets to someone. 
The information of transactions will be shared as per the nature 
of network. For each transaction, the consensus is important i.e. if 
majority of all the parties verified the transaction, it will be validated. 
We can understand the logic by an analogy like stealing a chocolate 
from fridge in kitchen is easier than stealing the chocolate 
from fridge which is kept in the observation of thousand people. 
Therefore, there are some essential features of blockchain which we 
will discuss in detail (figure 2):

Figure 2.  Features of Blockchain.
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1) Permissioned Network: Firstly, a network is created and 
genuine members or participants are invited in the network. The 
write or read permission will be provided according to the role of 
participants. In this network, all the transactions are shared with 
each participants in the network, but permissions can control 
who has the right to view or modify those transactions. 

2) Assets: Assets can be created on a network using smart 
contracts and can be tangible or intangible such as intellectual 
property, art, financial assets, car leases or shipping containers 
full of goods. 

3) Transactions: A transaction is created in blockchain, when 
any digital asset is transferred. A block has been formed with 
multiple transactions and it is secured by hash. The transaction 
entry is made ineradicable by hashing the transactions with the 
previous blocks, thus chaining them together. 

4) Consensus: We need a way to tell if the transactions are 
authentic or not and if the members agree to those transactions. 
Consensus is the way to achieve that, where members vote on the 
validity of a transaction. 

These key features now enable us to settle a transaction in 
seconds compared to days. As we have discussed the essential 
features of the blockchain. We will discuss the technology which 
make the blockchain safer and secured. 

6.  Block Hash Algorithm
There are many techniques in cryptography for e.g. public key 
cryptography where each coin is associated with it current owner’s 
Elliptic Curve Digital Signature Algorithm key.

When a party send a bitcoin to another party, it is basically 
creating a transaction and new owner’s public key is attached to 
the amount of coins being transferred and sign it with the private 

key and this transaction shows up on the bitcoin network which 
inform everyone about the new owner. There are signature on 
every message which is an evidence of its authenticity and the 
history will be kept by everyone for future references2.

A transaction is basically a sequence of records called Blocks and 
the record of each and every transaction is like a chain which makes 
it a block chain. Everyone in the network is have a copy of Block 
Chain which can be updated by passing the new blocks on it. Each 
Block in the chain occurs after the previous one which proves 
that the previous one was authenticated.

To make sure the security of bitcoins, there is function called 
HashCash is used. Hashcash is the first secure efficiently veri-
fiable cost-function or proof-of-work function. The beauty of 
hashcash is that it is non-interactive and has no secret keys that 
have to be managed by a central server or relying party; hashcash 
is as a result fully distributed and infinitely scalable. (Hashcash 
uses symmetric key cryptography, namely a one-way hashcash 
function - typically either SHA1 or SHA-256)3.

Hash function is flexible enough to take any kind and size of a 
data as an input, transforms it in an effectively-impossible to reverse 
or to predict way, into a relatively compact string. Making a little 
change to an input data changes its hash by which no one can cre-
ate a different block of data that gives exactly the same hash. The 
blocks, which do not have a serial number and can be identified by 
their hash, serves the dual purpose of identification as well as integ-
rity verification. An identification string that also provides its own 
integrity is called a self-certifying identifier. The hashcash cost-func-
tion iterates by altering data in the block by a  nonce value, until the 
data in the block hashes to produce an integer below the threshold 
- which takes a lot of processing power. This low hash value for the 
block serves as an easily-verifiable  proof of  work - every node on 
the network can instantly verify that the block meets the required 
criteria (Fig 3).

Figure 3.  End to End process of Bitcoin.
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After discussing the blockchain technology with its features 
and core technology of hashing, we will explore the different 
areas of application.

7.  �Business Applications of 
Blockchain

In this section, we will review the opportunities of blockchain 
implementation in various business applications. Still the block-
chain is not widely used in the business applications but due to 
its inherent transparency and consensus based validation, it can 
be applied in various fields like finance, supply chain, healthcare, 
government services, social services, money laundering etc. The 
applications are shown in figure 4.

The potential application areas of the blockchain are very 
widespread. We have classified the areas of application on the 
basis of the services provided by blockchain. According to figure 
4, we can understand that one of the most important service is 
the transactions in digital currencies. With the service of digital 
currencies, the blockchain can change the future of e-commerce 
business. In e-commerce business, one participant can sell the 
assets and other party will pay in digital currency and it will be 
verified by all the participants8. This is another step towards cash-
less transactions. It is also useful for global payments due to the 
different currencies in different countries and buyer and seller 
can be from different countries and they can pay using digital 
currency. For peer-to-peer lending, it is the best way to lend the 
money and track the transactions.

The applications of digitized ledger is very high in all the 
areas and industries. It is highly applicable in healthcare indus-
try for record keeping of health reports and issues. It is equally 
applicable for ownership of property and keep all the records for 
personal use and for government processes. It is like the digital 
wallet of all the ownership as well as personal identification docu-
ments. The blockchain is highly recommended for supply chain as 
there are so many materials, peoples and places are involved. To 
manage the supply chain efficiently, each and every transaction 
should be recorded from each people and location. In each process 
of supply chain, a lot of peoples are involved, therefore, consensus 
should be given by all the participants to validate the transaction of 
goods or payments. The blockchain can be applicable in government 
services like aadhar card, passport service etc6.

It provides a secured network which is essentially required in 
the business of equity and derivatives as there are lot of oppor-
tunities of fraud or double spending. The secured network with 
hashing algorithm can prevent any alteration in the transaction. 
Therefore, it is very safe and secured network and highly applica-
ble in financial transactions. With the feature of smart contracts, 
blockchain can be applicable in digital rights, betting and to 
decide the terms and conditions for loaning between two par-
ticipant parties.

From the above, it can be said that blockchain technology is 
applicable in various industries and different business lines. It 
can also be said that blockchain technology is equally applicable 
in financial as well as non-financial industries. It can be applied 
in other social work like donations, marriage etc. With the wide-
spread applications of the blockchain, we have to have an eye on 
the limitations of the blockchain.

Figure 4.  Applications of Blockchain.
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8.  Challenges
There are a lot of challenges imposed as blockchain is an evolv-
ing technology and still in developing stage. Those challenges are 
related to technical issues, business models, regulatory of gov-
ernment and adoption of the new technology. We will discuss 
the various challenges of blockchain technology in the light of 
various facts. 

In the blockchain technology, there are several technologi-
cal issues related to implementation and development or coding. 
There is another challenge related to the scaling up of the block 
generation speed from 6 per hour to 12 per hour. Now a days, the 
block has the maximum limit of 7 transactions per second but in 
financial services, it is sometimes 2000 transactions per second. 
So, the people are facing the challenge of scaling up. There is a 
security feature in blockchain that no one can erase any trans-
action but at the same time it becomes a limitation to modify 
the previous transactions. Some other technical issues have to do 
with the infrastructure. One issue is the explosion of blockchains, 
as there are so many different blockchains in existence. Another 
issue is that when chains are split for administrative or version-
ing purposes, there is no easy way to merge or cross-transact on 
forked chains3,6. The other issues are related to the infrastructure 
like data storage, cloud infrastructure, network administration, 
name and space management etc. Along with the technical chal-
lenges, blockchain is also facing some business challenges.

In business modelling, the reconfiguration of the entire busi-
ness models with smart contracts and new rules is very difficult 
to implement. The main challenge is to make it completely decen-
tralized without any transaction fee. The adoption of the Bitcoin 
for the transactions is another challenge for the business. As it 
is decentralized, there is another threat related to illegal activi-
ties like money laundering, smuggling, drug dealing etc. Another 
challenge is related to the implementation of government regula-
tions like taxation, calculations for GDP etc. For the adoption it 
widely, peoples are having the threat like privacy. Those are the 
issues or perception which will be the biggest obstacles for wide-
spread implementation.

However, with all of those probable challenges with block-
chain, it can be said that blockchain is good for various business 
especially in education and healthcare and its impact will be 
significant. There are some solutions provided to overcome the 
technical challenges and the blockchain industry is working on it 
but on the other hand, we have to spread the awareness about its 
impact and advantages.

9.  Conclusion
In this paper, we have discussed the concepts of blockchain tech-
nology with definitions as well as some of the significant features 

of blockchain. We have shown that this technology is emerging 
and make a new revolution in the financial services along with 
other applications in other business. We have also discussed the 
challenges of the blockchain. It works in un-trust environment 
only with consensus and people required the trust business but 
in the contrary the trust is not always a good thing because it 
increases the bond among gang members. Therefore, the block-
chain technology can work excellently in major business where 
number of transactions are very high like financial services, sup-
ply chain, government services etc. The blockchain will increase 
the effectiveness and efficiency of the system by the inherency of 
transparency. We believe that the blockchain is still in infancy 
stage and in the near future, it will be more matured and applica-
ble in other areas like sports, games, tourism etc.
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