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Abstract

Over the period of time, data charges in India are decreasing, infrastructure of data lines is increasing, due to good competition
in the market availability of smart phones on cheap rates is also increasing. Other than this, users of social networking sites and
mobile Apps are also increasing. Smart phones with attractive data plans are easily available these days to every economic group.
Although the facility of getting connected with the world anytime through internet connected device has proved to be a boon for
the society, yet it has helped introducing cybercrimes in the society. Cyberbullying is becoming a prominent cybercrime these days.
Cyberbullying involves an aggressive behavior of an individual or a group of individuals whose intention is to insult others through
social or electronic media. This paper informs the status of this crime in the capital of India, shows the awareness of cyber bullying
among different age groups in Delhi and NCR and how much Delhi is getting affected out of it. The paper also gives few ideas to save
people from being the victim of cyberbullying.
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1. Introduction In 2011, Wong-Lo and Bullock defined bullying as one of the
forms of peer aggression which can damage like conventional
1.1 Bullying aggression does. (Mickie et al, 2011) 22,

The bully feels pleasure with a power of superiority in tortur-
ing the victim physically or verbally, directly or indirectly through
other persons. The victim can be anybody eg- a student in school
or college, an employee, a journalist, a beautiful teenager girl etc.
bullying creates such an atmosphere in which the victim feels a lot
of discomfort. It does not matter if the victim is a small child or

Bullying is not a new born evil of the society. It is present since
ages. Donegan observed its presence in 1530s too*. Olweus
added in 1992 that bullying is repeated physical and psycho-
logical aggression shown by a more powerful person over a
victim who feels it difficult to defend which impacts him/her
very badly'.

*Author for correspondence



an adult. This feeling of discomfort and restlessness is one of the
biggest hindrance in physical and psychological growth and per-
formance of an individual whether it is a child or an adult.

Bullying may involve various other activities like teasing,
socially boycott, threatening, stalking, physical violence, sexual,
religious and racial harassment etc. in 2008, Mason stated that
the purpose of bullying is to create problems physically, emotion-
ally or psychologically for others®.

In 2011, Michel stated that although emerging social network-
ing technology is a boon for the society as a whole as one can
connect to others in seconds whereas it is also increasing emotional
stress among children as well as adults if it is used too much®.

Any society having the rat race of millions in which everyone
wants to win and be on the top, where the feeling of being the
winner crosses all barriers and feeling of help and care for the
one who is weak lacks behind, where smart minds take undue
advantage of innocents, bullying takes place. And in today’s era
of information technology and social media, this bullying is
more horrific and has termed as cyber bullying.

1.2 Cyber bullying

In 2011 Olthof explained cyberbullying a strategic behavior of an
individual who tries to dominate any other individual or a group
of individuals®.

A cyberbully harasses, makes negative comments, insults
gives threats to the victims by using electronic and social media.

According to Olweus, (1986, 1993) impact of cyberbul-
lying over victim is very deep and negative. Victims become
depressed, sensitive and quiet. They avoid social gathering or
joining groups over social media and become shy. Most of the
time they are anxious and feel insecure and unhappy. In worst
cases, victims become suicidal, immaterial of the fact whether
they are children or adult. In this process. They slowly lose con-
tact of their good friends ad find no one to talk or discuss about
their feelings.

2. Classification of Cyberbullying®

Although in this era of social media there may be various innova-
tive ways of cyberbullying but few methods are very commonly
used. These are as below:

1. Harassment: sending messages through sms, e mail or social
media to threaten or to make a mockery or to insult of an
individual. Commenting rudely, posting embarrassing pic-
tures which are not acceptable on social media. These acts
cause emotional distress.

2. Denigration (defamation): sharing false information of any-
one over social media which damages victim’s reputation in
the society. The victim can also be bullied by posting pictures
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which insult him/her socially. Bullies use popular websites,
social media sites or apps to do such kind of acts. Sometimes
people alter the photos of the victim and then post on social
media in order to harass him/her.

3. Flaming: an attempt of using very offensive language to poke
the victim to start an online argument in a group either to
enjoy or to harass him/her.

4. Impersonation: acting of pretending to be another person for
the purpose of entertainment or to harass the victim.

5. Outing and Trickery: this is the act of using tricks to cheat or
revealing some secrets from the victim to forward it to some-
one else.

6. Cyber Stalking: the act of repeated use of social media or
electronic media to harass the victim by sending frightening
messages or e mails.

7. Exclusion: The act of compelling or creating such for someone
to leave a group based on Apps, game sites, social media etc.
bullying someone to an extent in a group so that he/she exits
from that group on his/her own.

8. Accounts of innocent victims are hacked by bullies.

9. Children become victims of cyber threats and child
pornography.

3. Cyberbullying Affecting Capital
of India

Geetanjali Kumar, a psychologist working with school children
in Delhi, calls the danger of cyber bullying a ticking time
bomb. “All it takes for children to be on social media is to

What is cyber bullying

Cyber bullying is targeting a person on social media to cause harassment or
embarrassment. According to a Teens, Tweens and Technology report, 2015

52% 60%

o, of the children said said they had seen
22 /0 they bullied people people bully others
children on social media on social media
faced cyber
bullying

A note for parents

W Make yourself cyber literate and sit down with
your child and discuss how much space
gadgets and internet will take in your lives.
Thenwalk the talk.

M Ensure an environment where children are
free to talk and discuss things that bother
them. At the same time, teach themn to be
responsible.

| Ifyour child is being bullied online, bring it to
the school's notice without creating a scene.
Collaborate with the school counselor to make

27%

children made fun of

37%
of them told an adult
about the incident

other people to
someone else

24%
made fun of physical
appearances

30%
called out the bully in
front of authorities

: 23% 29%
your child feel better and safe. said they tagged others | did nothing about
M Ifyour child is bullying others online, do not in mean pictures the incident

ignore. Ask them why they feel an urge to

Methodology: 2,370 children and parents surveyed in Mumbai,
target others. Then address the problem.

Delhi, Bangalore, Chennai, Ahmedabad, Kolkata, Pune & Hyderabad
Figure 1. What is cyberbullying?
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register with a wrong date of birth. But the sense of power it
gives, helps children damaging others and not be sorry

»5

about it

4, India Ranks 3™ on Global Cyber
Bullying List®

A survey was conducted among 25 countries for checking cyber
bullying rate amongst children and India was found on 3™ posi-
tion whereas China and Singapore defeated India. This survey
was done by Microsoft Corporations to understand the condi-
tion of cyberbulling against children globally.

Differences in the Types of Bullying
Experienced by Boys and Girls (nces, 2011

e

m cyber
property damage
i exclusion
m force
® physical
Boys m threats
W rumors

m verbal

0% 5% 10% 15% 20% 25%
E stopbullying.cov
Information source - www.the74million.org
Figure 2. Differences in the types of bullying experienced
by boys and girls (NCES, 2011).

Variety of apps used for
cyberbullying

ccurs on the app

Information source - www.the74million.org
Figure 3. Variety of apps used for cyberbullying.

5. Delhi Police Study for
Cyberbullying?®

There was a survey done by Delhi Police in which it was found

that cyberbullying supports so many other crimes also, like,

stalking, molestation and rape etc. It’s a sad affair to know that
most of such crimes happen in public schools of Delhi in which
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80% OF INDIAN NETIZENS
HARASSED ONLINE: SURVEY =¥

An online survey commissioned

by Symantec Corporation has
found that 80% of adult Indian
internet users have suffered

some form of online harassment.
The security software company's
antivirus business =
Norton conducted

the survey in India

in the months of Il
May & June
this year.

Here are some
of its findings:

i 2 X X
L X X J

8/10 have suffered
some form of
online harassment

Maost common
forms of
harassment:
Abuse and
insults

63%

59% 45% " .
Malicious Threats of 4436 35%
i d hysical :
gfﬂguﬂ,ﬂ ,,.Diglfz:.f:e Cyberbullying Cyberstalking

Highest threats of physical
» 65% of those under the age =

violence were reported by
of 40 reported harassment sctims from:

> In 40% incidences of
cyberbullying and 50% cases of
cyberstalking, the perpetrator
was a stranger

> T1% people with disabilities
reported receiving threats of
physical violence

Murnbai I 51%
oelthi [N 47 %%
Hyderabad G 4 6%

(Source: Norton by Symantec:
Na. of respondents: 1035)

Information source - Oct 05 2017: The Times of India (Delhi)

Figure 4. 80% of Indian netizens harassed online: Survey.

students’ family’s economic background is good and they can
afford easy access of social networking sites and groups.

Records of Delhi Police disclosed the facts that between
the years 2014 and 2017, around 508 such cyber crime
cases have been registered out of which 244 cases were reg-
istered under IT Act with IPVand 26 cases were of sexual
harassment.

6. Objectives of Research

The effects of cyberbullying are very brutal to the victims emo-
tionally and socially. In this research the following objectives
have been considered:

o To create the awareness of cyberbullying among the people of
Delhi & NCR as it is a new terminology and it can be widely
seen across the nation.

o To identify the reasons of doing cyberbullying.

« To find out the characteristics of people who tend to be a vic-
tim of cyberbullying.

o To understand the various aspects of cyberbullying and how
it is affecting the lives of victims.

« To have a thorough understanding about cyberbullying and
find out feasible solutions for victims to come out of it so that
they should not suffer any more in their lives.
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7. Research Methodology

To achieve the objectives, a questionnaire having 9 simple ques-
tions related to cyberbullying was prepared. The questionnaire
was filled by 2014 participants between the 15 to 62 years of age.
All the participant were residents of Delhi & NCR. For data col-
lection 10 schools, 5 undergraduate colleges, 5 post graduate
colleges, 10 private organisations were visited which were situ-
ated in different locations of Delhi & NCR. The participants were
also invited to fill the questionnaires online through Google

forms.

8. Analysis

Out of all 46 responses were found incomplete and hence not
included in the analysis of the data. Therefore, the sample size for

the study remains 1968. The analysis of data is as below:
1. Participation in research gender-wise

Ratio of Gender

Figure 5. Participation in research gender-wise.

2. Participation of different age groups in research

Different Age Groups (years)

below 15 years 15 - 20 2130 3140 2150 5180 s170

Figure 6. Participation of different age groups in

research.

3. Respondents who were victims of cyberbullying

When briefed about cyberbullying to the respondents
through supporting literature given, 72% respondents
agreed that they faced problem of cyberbullying in some or
the other way, 26% of the people never experienced such a
problem and 2% were not able to decide whether they had

this problem or not.
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4. Victim of cyberbullying: Role of gender
When asked in the questionnaire that the cyberbully-
ing is considered to be gender specific, 92% respondents
answered that cyberbullying is not gender specific and
both genders equally suffer due to it. 2% believe that the
females are more vulnerable to cyberbullying whereas 6%
respondents were not able to decide any answer for this
question.

5. Reasons for getting victimized
In response to the question, due to which reasons people got
cyber bullied, 5% respondents indicated that innocence and
extremely polite with others got bullied online. 22% confirmed
that people who are extrovert in nature got bullied and 41%
believe that introvert and quiet people become victimised more
as compared with others whereas rest of the 31% respondents
say that anyone can become victim to cyber bullying.

Reasons for getting victimised

Ch Anyone —El £l

ara

e -.
. innocent Polite 5
rist

ics Opinions

Opinions

Figure 7. Reasons for getting victimised.

6. Reasons for people to be a cyberbully

When asked about the probable reasons which provoke for
getting engaged in cyberbullying, 55% respondents shared
their opinion that instant anger is the cause, 48% men-
tioned that jealousy is the reason, 39% believe it to happen
due to relationship break ups, 28% said that it happens due
to religious rivalry. Jealousy, Relationship problem and
aggression which are all commonly found in the youth of
the nation and thus they must be handled with love and
affection if they are going through a bad phase or else
the cyber bullying situation may strongly prevail in the
society.

Why people practice cyberbullying

{IEEEY

] 55%

29 5%

LR

Figure 8. Reasons for people to be a cyberbully.
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7. Effects of Cyberbullying on normal life
It can be seen in the graph below that majority of the respond-
ents believe that cyber bullying affects the normal life of the
person badly. The graph is made upon the responses collected
by the respondents.

Cyberbullying affects life badly

0%

2%

|

Highly =gree Agre=  Can'tSay Dissgree  Highly dissgre=

Figure 9. Effects of Cyberbullying on normal life.

8. Effects of cyberbullying on victims

A question was included in the questionnaire to assess the
impact of cyberbullying over the victims and 94% of the
respondents believed that individuals if cyber bullied, will
get affected emotionally and mentally badly whereas 62%
felt that cyber bullying may also affect the social health of the
victims. 33% participants felt that these incidents might affect
the physical health of the victims.

Effects of Cyber bullying on health of victims

245
23
' :
ta

Physical hezith

Socizl heaith

Figure 10. Effects of cyberbullying on victims.

9. Helping hands of the victims

It can be seen that the majority of the respondents believe
that the schools, Institutions, family and friends can help the
cyber bullying victims and it is a very positive sign for our
entire nation. It was evident from the data that 93% of the
respondents told that there was not any policy formed by the
school/college/institutions for the safety of the victims while
7% were unable to answer it. Nobody confirmed that they
have such policies in their institutions.

7% of the respondents who maintained that they would
report the incident to the institutional authorities in case
they ever get cyber bullied while 73% of cyber victims did
not disclose it to anybody. 20% of the respondents feared that
their reporting about being bullied will make them a subject
of entertainment and fun for others.
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9. Conclusion

A Tech Desk article in Indian Express highlights this Alarming
situation that 50% Indian youths have experienced cyberbullying
(Tech Desk|, 2014).

“Bullying is a community issue!” and that while schools are a
very important part of finding solutions to bullying, they can’t do
it alone. Bullying happens to pre-schoolers, to adults in the work-
place, in government, our legal system, in the media we connect
with and even to our senior citizens. We need to talk about bul-
lying as a community health and wellness issue in addition to
the traditional focus as an education issues (Nigam Chayyanika
2017).

McAfee conducted a study in which it was found that 50% of
youngsters in India have experienced cyberbullying in some or
the other ways.

With the increased accessibility of Internet and smart phones
to children and youth of the country, cyber crime is also equally
increasing. And cyberbullying is affecting the psychological
health very badly. Depression, mood disorders, insomnia and
the feeling of guilt are primary symptoms that can be seen in the
behavior of the victims.

Most of the victims don’t even share their problems with
anybody which increases their stress level and guilt and makes
their mental and emotional condition even worse. It’s need
of the hour that institutes, colleges, universities and schools
should start awakening programs of cyberbullying for students
and parents both separately. Workshops should be arranged by
educational institutions so that people will be aware of this evil
of the society and will be more aware of cyber laws and safety
measures.

10. Safety Measures

To keep themselves safe, users of social media may be sug-
gested not to add unknown and strangers to their account, to
be careful with the privacy setting provided by the social net-
working sites. Respecting cyber laws, not making account on
unknown sites, blocking the abuser are also few of the methods
to keep safe online. If there are a series of calls or the calls
are part of a bigger picture of bullying then this may amount
to harassment which is an offence under the 1997 Harassment
Act. Making anonymous or abusive phone calls is also a crimi-
nal offence under section 43 of the Telecommunications Act
1984 (Negi Surabhi, 2016).
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» Amend cyber laws to adapt
to changing nature of crimes

to educate children,

law enforcement
officers and judges

» Teach children how

» Conduct awareness drive

parents, teachers, o.8)

» Putage limit on use of

internet and mandatory

child protection settings for

children using gadgets

» Safe and secure
design of internet
service providers
» Better response to
cybercrime complaints

POSTING HUMILIATING
CONTENT ONLINE
» Revenge porn
(distribution of sexually
explicitimages without

consent)

» Sexting (sexual
messages on
phone) ‘
» Hacking
achild's

account to
threaten/blackmail them

ONLINE

STALKING
> Threats of child §
pornography W
» Catfishing (luring
someone into a relationship
by adopting a fictional
persona)
» Phishing (obtaining
sensitive information, such
as username, password and

)
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