( www.gjeis.com
L
Scholastic Seed Inc.

ENTERPRISE INFORMATION SYSTEM

Application of Internet of Things: An Overview

N\
Q ARTICLE HISTORY

Paper Nomenclature: Theme Based Paper (TBP)
Paper Code: GJEISV1412AJ2022TBP1

Submission at Portal (www.gjeis.com): 22-Apr-2022

Manuscript Acknowledged: 24-Apr-2022

Originality Check: 30-Apr-2022

Originality Test (Plag) Ratio (Ouriginal): 9%

Author Revert with Rectified Copy: 16-May-2022

Peer Reviewers Comment (Open): 20-May-2022

Single Blind Reviewers Explanation: 23-May- 2022

Double Blind Reviewers Interpretation: 26-May-2022

Triple Blind Reviewers Annotations: 28-May-2022

Author Update (w.r.t. correction, suggestion &

observation): 03-Jun-2022

Camera-Ready-Copy: 13-Jun-2022

Editorial Board Excerpt & Citation: 15-Jun-2022

Published Online First: 30-Jun-2022

— Madhulika P. Sarkar*
Professor, SOMS, Indira Gandhi National Open University, Delhi
@ madhulikap.sarkar@ignou.ac.in @ https:/ /orcid.org/0000-0002-0506-7090

— Shailza
Research Scholar, SOMS, Indira Gandhi National Open University, Delhi
shailza509@gmail.com @ https:/ /orcid.org/0000-0001-5414-2467

ABSTRACT

Purpose: This paper aims to present a comprehensive discussion on Internet of Things,
its features and applications in various fields. The study also highlights the challenges
of IoT.

Design/Methodology/Approach: The study is descriptive in nature and in order
to explain the various aspects, various research papers from reputed journals were
reviewed and information from various reports & online resources were gathered.

Findings:The study concludes that because of rapid growth in Internet and rise in data
production, IoT is gaining a lot of importance and no major field is left untouched by
10T infrastructure. From education, travel, hospitality, industries to health every sector
is being benefitted by IoT. It not only helps in gathering and analyzing data but also
aids in increasing the security and increasing efficiency.

Originality/Value: The study provides valuable insights to understand the current
state of research from both view points i.e. industry and academia.
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Introduction

The Internet of Things is the metaphor that has gained
importance in the recent past because of the Digital
revolution and it is changing every aspect of our lives. It is so
much into everything that is now even known as “Internet of
Everything”.The term “Internet of Things” was first coined
by Kevin Ashton who is an innovator and consumer sensor
expert. According to him, IoT is the network connecting
objects in the physical world to the Internet.In layman’s terms,
“The vast concept of Internet of Things refers the network
of things which are implanted through sensors, software and
various other technologies for the purpose of exchange of
data over the internet.”

www.educba.com
Figure 1: IoT

Source: https:/ /www.educba.com/introduction-to-
iot/ ?source=leftnav

The basic idea is to connect the objects or things of real
world with the internet thereby making them smarter by
collecting real world data. It has become possible to extend
the power of internet beyond the laptops and phones to a
whole range of enormous things and processes only because
of Internet of Things. Any device that can be connected to
the internet, whether it is a smart television or a light bulb, is
an IoT device.

There has been an exponential growth in the Internet
of Things. Fortune Business Insights™ in its report, titled
“Internet of Things (IoT) Market, 2020-2027” suggests that
the Global Internet of Things market size is estimated to
reach USD 1463.19 billion by 2027 while exhibitinga CAGR
of 24.9% during the forecast period. It also mentioned that in
2019, the market stood at USD 250.72 billion.

Application of Internet of Things: An Overview

Characteristics of IOT

There are few features or characteristics of IoT which are
discussed below:
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Figure 2: Characteristics of IoT

¢ Connectivity: Connectivity is the most basic and crucial
characteristic of Internet of Things. There must be
seamless connection among all the devices of the IoT
ecosystem without which it would not be feasible to
transfer data from one particular device to another. This
simply means that all the IoT devices must be connected
to the internet all the time.

e Intelligence: The amalgamation of algorithms and
computation makes IoT intelligent or smart. Its
intelligence enriches its competence of making the
IoT devices act in a smarter way in any particular
circumstance and carrying out the definite task.

e Scalability: IoT devices must be scalable i.e. they must
be designed in a way that they are capable of scaling
down and scaling up. The applications of IoT varies
from smart home automation to enormous factories
and workstations automation, which implies IoT
infrastructure must be formulated on the basis of current
and expected future scale.

¢ Dynamic Nature: The basis aim of IoT is to gather
information from the environment and convert in a
way through which decision could be made and in this
entire process various dynamic changes take place in the
components of IoT. Both the state of devices as well as
number of devices changes dynamically.

e Sensing: IoT is impossible without sensors which make
it possible to generate data on the basis of any changes
in the environment and derive some meaningful insights
from the same. The sensing information is nothing but
just the analog signals which are capable of providing
the rich understanding of the complex world.

e Security: Security is one of the important features of
the IoT ecosystem. It is crucial to secure the endpoints,
the network and the data transferred because in the
entire flow of IoT ecosystem, sensitive information is
passed from endpoints to the analytics layer through
connectivity components.
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Applications of Internet of Things

IoT has touched every aspect of our lives. Some major

and most benefitted applications of IoT are discussed below:

Smart homes: It is one of the most practical applications
of IoT in the real life. In smart home, devices have the
ability to connect and communicate with each other
which has taken security, energy management and
convenience to the another level. At present, there
are numerous IoT devices available in the market for
building smart homes for example, Philips Hue-Smart
Home Lighting, Amazon Echo, Connected Surveillance
Systems and others.

Wearables: 0T for Wearables have a very large domain
which comprises of various devices. They are sensor
equipped energy efficient devices which are u used for
fitness, wellness, and health and entertainment purposes.
Examples include Fitbit, Amazefit, Motorola Moto 360
Sport and others.

Retail: Application of IoT in retail is in tracking the
goods, automated delivery of the goods, exchanging real
time information between the suppliers and the retailers.
Till now, IoT in retail has a limited reach but it has huge
potential in the upcoming future.

Smart Cities: For smart cities, IoT is applied for smart
surveillance, smart waste and recycling system, electricity
management, automated transportation, smarter energy
management systems, smart street lighting and others.
These all are aimed to eliminate the challenges and
bringing convenience to people.

Healthcare: Healthcare has the potential to be one of the
most benefitted sectors from IoT. Sensors and Wearables
can be used by the doctors for monitoring the condition
of the connected patients and get the real-time access to
patients’ medical data. Also IoT aids in proving smart
beds equipped with sensors to observe the patient and
provide necessary data.

Education: IoT is modernizing the education sector by
connecting people all across the world, simplifying the
process of knowledge sharing, reducing the barriers in
accessing any information or data and in introducing
the security in education system.

Agriculture: IoT is being used for development of
tools for Drip irrigation, drones for farm surveillance
and others. Also IoT sensors can be implemented for
obtaining data about the soil such as soil moisture,
nutrients, level of acidity and others which will aid the
farmers to plan accordingly.

Transportation: IoT is being in self-driven cars by
Google, Tesla, Uber etc. Sensors and embedded systems
in these cars are connected to cloud for informed
decision-making through Machine Learning.

Industrial ~ Automation:IoT is  revolutionizing
infrastructure backed with advanced sensor networks,
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wireless connectivity, innovative hardware and
machine-to-machine communication and conventional
automation process of industries.

Energy management: The notion of smart grid is highly
reliable and efficient as it gathers the data in automated
manner and examines the behavior of consumers
and suppliers of electricity which thereby aids in the
improvement of economics of electricity use and
reduction of electricity waste & costs.

Hospitality: Sending electronic keys directly to the
mobile phones of the guests which enables in automating
the check-out process and deactivating the operations
of the rooms, conveying data related to activities of
interests of the guests, allocating the housekeeping
tasks to maintenance personnel, receiving request of
personal hygiene supplies and others are examples of
IoT footprints on Hotel industry.

Telehealth: Digital communications of Medical
Imaging, Video Consultations with Specialists, Remote
Medical Diagnosis & Evaluations, etc. are the popular
examples of Telehealth or Telemedicine.

Smart Supply-chain Management: IoT devices are
transforming the supply chain management and they are
certain to be in the market for long run. From tracking
goods while they are in rest or transit to identifying the
issues of goods lost or delayed, all the aspects of supply
chain are untouched by IoT.

Water Supply: Just like electricity, water meters
can also be connected with internet and necessary
software for collecting, processing and analyzing data
of the consumers. This will aid in the understanding
the consumers’ behavior and detecting frauds if any.
Also it will facilitate the consumers in tracking their
consumption data on real time basis.

Travel: Through IoT, travel agencies are adding
convenience and ease to the customers experience
by delivering them real time information, sending
electronic key cards to guest and automating most of
the processes.

Traffic Management: Traffic can also be managed
by IoT devices. Drivers can use their smartphones in
collecting and sharing information about various routes
and thereby improving their route for the same distance
and destination.

Business houses: Corporates are using IoT infrastructure
in revenue generation, smoothening the logistics, data
generation for framing strategies & plans, improvising
customer service & support, proving better consumer
experience, reducing maintenance costs, and others.

Real Estate: Development of smart space, offering
energy efficient opportunities, speeding up decision
making process and others are all the examples of how
IoT is reshaping the real estate.
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Challeneges of Internet of Things
Internet of Things has become a huge part of people and
corporation’s day to day activities. But with its uses some
major challenges are also arising, which are:

e Security: Major issue related to any device or services
which are linked to Internet is security. Users are
sensitive to their private information and data and it has
to be secured from cyber attackers.

e Data extraction from complex environment: In a
country like India, it is huge challenge for IoT devices to
perform at their best in harsh and complex environment
and it’s a challenge for the software developers to
upgrade the devices which cater to the needs of the users
according to its environment. For example, IoT devices
for vegetable quality, it is easy to get the data of quality
of vegetable in urban areas with good connectivity but
it will not be possible to get data at every place of the
country.

¢ Connectivity: As we discussed above about the data
extraction we could sense the key role of connectivity
in IoT and its devices. With poor connectivity IoT will
certain to be a failure.

¢ Power requirement: In India not every region has power
supply or adequate power supply to use IoT efficiently.
Still with some long lasting batteries in IoT devices it
can work but a better and green energy source for IoT
should be motivated.

e Regulation: IoT technologies are upgrading
continuously and there are also so many devices that
connect to it which have different quality level. Without
a proper government regulation many severe scenarios
can be created of potential attackers, low grade quality
supply in the market etc. regulation procedure should be
at pace with IoT innovation. It will also help businesses
to get crucial information in decision making.

e User Expectations: In today’s highly competitive market
user does not settle for single upgrade and average
performance. They always want better from others and
what they had experienced before. Their expectations
and result should be matched. IoT technology for a user
should be smooth, uncomplicated and productive to
use.

e Scalability: So many devices now a day are connected
to IoT technology. Itcreates ahuge network of database
and if not handle correctly and on time it effect the
performances. The system needs to be regularly checked
and upgraded to enhance he scalability. It’s a challenge
in recent times to continuously enhance the size of cloud
storage for analyzing big raw data.

Application of Internet of Things: An Overview

Conclusion

Internet of Things is the new paradigm that facilitates
communication between the connected devices through
internet and sensors. Because of rising demand for smart
sensors and security aspects, IoT has become the need of
the hour. No major sector has remained untouched by it.
IoT is successfully helping in collecting, processing and
analyzing of the gathered data. IoT is beneficial for industrial
automation, hospitality, travel, business houses, energy
management, water supply and others. IoT is As every coin
has two sides, apart from benefits, the Internet of Things have
few challenges also relating to security, privacy, connection,
scalability, regulations and others.
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