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ABSTRACT

Purpose: Right from the birth of a child parents always look for ways to teach their
child to be ethical. The majority of values we have as an adult were established in us
during our early years. With the advancement of technology, it has become more crucial
than ever to teach our children cyber ethics in the same manner that we teach real-
world ethics. The term “cyber ethics” refers to a set of guidelines for appropriate and
responsible online behaviour. Children must understand that accessibility of cyberspaces
or devices is their privilege as well as rights but with rights come responsibilities too.
If responsibilities are not taken care of, they may lead to unethical use of cyberspace
and at the time being a victim of cyber-crimes/ bullying and compromising academic
integrity. Although an important part of life, teachers often struggle to fit cyber ethics
into their content-rich classes. This research aims to study the relationship between
digital citizenship and cyber literacy to help students evolve as digital citizens who
perform ethical practices.

Research/Methodology/Approach: The study adopted the quantitative research
methodology particularly survey research. The random sampling method was used.
121 respondents filled out the survey.

Findings: The result from this study provided an insight into the urgent need to address
digital citizenship and cyber literacy by integrating the same in disciplinary learning
too.

Originality/Value: SEL infused Digital Citizenship model has been proposed
to establish a culture of cyber well-being and responsible online behaviour in an
increasingly networked society

Paper Type: Empirical Research Paper
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Introduction

Children learn their first lesson in ethics at home. Parents
guide children to differentiate between what is right and what
is not to navigate through life experiences to help them develop
a conscience. Teachers further groom them to become well-
rounded, compassionate, happy and resilient learners. They learn
basic ethics such as treating others with respect, not cheating or
harming others, and so on. Despite the fact that learning ethics in
everyday life is emphasized, online ethics is virtually overlooked.
It is all the more crucial to teach children about cyber ethics in the
information age when kids are learning to use technology before
they can even walk. Long before children learn how to handle
real-life situations ethically, technology puts ethical dilemmas
at the forefront. The digital gap between parents and children
and between teachers and students has led to youngsters failing
to practice ethical behaviour online and being immersed in the
world of technology without having developed cyber ethics.

Cyber Ethics is a set of guidelines for responsible online
behaviour. While there is great discussion over what is
“good” and “wrong”, the basic notion of treating others
with decency applies both online and in real life. Cyber ethics
plays a consistent role in suggesting how to use technology
appropriately and responsibly.

The expansion of data and cyber use without an
ethical awareness of technology blinds us to unintended
consequences and leaves us exposed to attacks by predators.
This paper examines the need to reassess cyber ethics and
presents a model integrating cyber ethics with SEL to
establish a culture of cyber well-being and responsible online
behaviour in an increasingly networked society.

Literature Review

The term cyber ethics is made up of two words cyber
and ethics. The word cyber is a prefix used to describe
people, things or ideas that are connected to the computer
and the internet (Wilczenski and S. M. Coomey, 2006). As
stated in (Kaddu,2007), ethics is a branch of philosophy
that is concerned with human conduct, more specifically the
behaviour of individuals in society. Cyber ethics according to
(Mentle, 2008) is defined as the discipline dealing with what
is good and bad, and with moral duty and obligation as they
pertain to online environments and digital media. Another
definition of cyber ethics as defined in (Singh and Tiwari,
2020) states Cyber ethics is the study of ethics pertaining
to computers, covering user behaviour and what computers
are programmed to do, and how this affects individuals
and society. Freestone and Mitchell (2004), explained the
unethical use of the internet as “abnormal behaviour”
(Freestone and Mitchell, 2004).
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Making ethical decisions when using the Internet is
one of the most significant challenges that today’s youth
confront. Individuals and organizations are concerned about
the growing amount of unethical activity associated with
internet use. As technology is being incorporated into every
part of our lives, computer ethics is becoming increasingly
important. According to a prior study (North, George and
North, 2008), computer ethics education is required to
improve the awareness of users in the academic setting,
particularly students. This would increase their awareness of
computer ethics and prepare them to be ethical individuals
later in their careers (McCarthy, Halavi and Aronson, 2008).

Methodology

Research Model:

In this study, we adopted the quantitative research
methodology particularly survey research. A structured
questionnaire with 26 questions was designed and shared
with students. The questions were divided into the following
sections-

Digital Citizenship and Cyber

Section 1 literacy (Q1-Q5)

. Affordable and easy Internet
Section 2 Connection (Q6-Q10)
Section 3 Easy Accessibility of Devices (Q11-Q13)
Section 4 Increase in the hours spent on the (Q14-019)

internet during the pandemic
Section 5 Compromised Academic Integrity (Q20-Q26)

Each section had questions related to the headings given.
Details of section-wise questions are given in Appendix-I.
The questions made use of a 3-point Likert Scale, ranging
from 1 (Disagree), 2 (Neutral) and 3 (Agree).

The random sampling method was used. Sample from
the study was drawn from students of grades 9-10 and 11-12
of public schools in the Delhi NCR region.

121 respondents filled out the survey. Out of the total
respondents, 58.7% of students were of grades 11-12 and
41.3% of students were of grades 9-10.

In the data collected through the survey, there were 60.8%
female respondents and 39.2% male respondents.

Data analysis of the data collected was done on the basis
of gender and two clusters of grades i.e., grades 9-10 and
11-12 students.

10

Vol 14 | Issue 1 | Jan-Mar 2022

Online ISSN :0975-1432 | Print ISSN : 0975-153X




Gunjan Tomar and Vineeta Garg
Y S

Empirical Research Paper ‘ ‘m )
WwWw.gjeis.com \)

Results and FilldillgS In section 3, the percentage of males and females in

The result of the data analyzed under different sections | Juniors as well as seniors, the responses for juniors vary
is as follows. between AGREE and NEUTRAL which was not the case

in Seniors. A similar pattern was observed for most of the

a) Question-wise responses of males and females in the questions for seniors.
Junior and Senior Category

Table 1: Question-wise responses of males-females in the Junior category

Section 1 ‘ ‘ Section 2 ‘ ‘ Section 3 ‘ ‘ Section 4 ‘
A

A 1 A A
| \ [ \ 1 [ VW 1
o T 3 e s s "w s To Mo Tawr Tarz Torz Tmae s Tae Ty s o oo T2 oz o Tae s aas
M Disagree 0% 0% 0% (1 6% 0% 0% 4% 4% M 0% 2% 1% 4% 2% 2% 2% 2% 0% 2% 2% % 0% 0% 2%
F Disagree 0% 0% 0% 2% 6% B% 4% 0% 6% 0% 6% 2% 2% 0% 0% 6% 8% 6% 2% 8% 8% 8% 2% 2% 36% 8%
] M Neutral 4% 8% 4% 6% 4% % 6% 2% 4% 4% % 4% A% 6% 0% 0 2% 0% 2% 4% 4% 4% 2% % 6% 0%
F Neutral 12% 8% 12% 10% 14%  46% 26% 26% 24% 26% 12% 26% 20% 24% 14% 26% 28% 28% 10% 24% 34% 24% 28% 18% 20% 20%
M Agree 12% 8% 12% 10% 12% 8% 10% 14% 8% B% 12% 12% 10% 8% 12% 14% 12% 14% 12% 12% 10% 1% 12% 14% 10%  14%
F Agree 7% 7% 72% 72% 64% 30% 54% 58% 54% 5B% 66% S6% 62% 60% 70% S52% 48% 50% 72% 52% 42% 52% S54% 64% 28%  56%,
Table 2: Question-wise responses of males-females in the Senior category
Section 1 Section 2 Section 3 Section 4 Section 5
) ) 1 A A
[ \ [ \ \ [ \ \
coll cofco B8 colt I8 cos I8 col o7 [ o8 ol ol co o8 o ol o 8 co o0 ol o8 ot co B o2 ol 8 o2 ol ol ol ol coo oo
5 M Disagree 1% 1% 3% 1% 0% 8% 4% 0% 1% 4% 0% 1% % 3% 1% 4% 3% 4% 1% % 6% 3% 0% 0% % %

F Disagree 0% 0% 0% 3% 0% 10% 10% &% 3% 4% 3% 4% 1% 3% 1% 1% 4% 1% 1% 1% 0% 3% 1% 1% 13% 1%
M Neutral 4% 3% 6% 11% 8% 2% 25% 11% 10% 11% 4% 18% 15% 1% 13% 13% W% 8% 6% 8% 17% 1% 10% 17% 1% 8%
FoooNewmal 1% 3% 6% 10% 10% 17% 15% 13% 15% 4% 8% 13% 10% 10% 20% 17% 11% 14% 10% 10% 8% 11% 8% 8% 13% 14%
M Agee  S1%  52%  4B% A4k 4% 2% Q7% 5% 4% Al% 4% 37% 38% 2% 42 9% 3% 44k 4% 45% 34 A2% 46k 3% 2Tk 4%
FoooAgee A% 41% 8% 3% W% 7% 18% % 5% 5% 3% U 3% 3% 3% X% 1Bk 8% 0% % /% 0% 4% Mk 18k 1B

Each question was sorted according to the responses of For Section 4 the responses selected by juniors as well
males and females in Junior (represented as J- for grades 9-10) as senior males and females are mostly either AGREE or
and Senior Categories (Represented as S- for grades 11-12) NEUTRAL with AGREE being significantly high in some

of the parameters.
The data interpretation of section 1 is that the percentage

of males and females in juniors as well as seniors was Section 5 interpretation of data collected from junior
maximum for the option AGREE, which indicates that males and females shows less increase in the option of
students believe that digital citizenship and cyber literacy AGREE as compared to the senior males and females which
helps them to explore cyberspaces responsibly and ethically. show a significant increase in the option of AGREE for some
There was a significant increase indicated in the count of questions/ parameters under this section.

responses for the option AGREE.
b) Descriptive analysis of each question based on gender

The data interpretation of section 2 is the percentage of and grades of the respondents
males and females in juniors as well as seniors the responses
for juniors can be interpreted as there is a variation in response To understand the nature of the data gathered a descriptive
chosen between AGREE and NEUTRAL in the questions/ analysis was done for each question/parameter based on
parameters under section 2. the gender and grades of the respondents. The description

of each question/parameter can be accessed in Appendix-I.
The result of gender descriptive analysis on each question/
parameter is as follows-

DOI: 10.183 1 1/gjeis/2022 Vol 14 | Issue 1 | Jan-Mar 2022
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Table 3: Descriptive analysis for each parameter/question based on gender

Descriptive Statistics

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 QI
F M F M F M F M F M F M F M F M TF M

Valid 7347 T3 47 73 47 73 47T 73 47 73 47 73 47 73 4T 73 47
Missing 0 0 0 0 0 0 0 0o 0 o0 0 0 0o 0 o0 o0 0 O
Mean 2.904 2.851 2.918 2.830 2.863 2.787 2.753 2.745 2.726 2.830 2.219 2.319 2.425 2.447 2.616 2.809 2.548 2.723

Std. Deviation 0.296 0.416 0.277 0.433 0.346 0.508 0.521 0.488 0.534 0.380 0.692 0.755 0.705 0.619 0.568 0.398 0.625 0.540
Minimum  2.000 1.000 2.000 1.000 2.000 1.000 1.000 1.000 1.000 2.000 1.000 1.000 1.000 1.000 1.000 2.000 1.000 1.000
Maximum  3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000

Note. Excluded 1 rows from the analysis that correspond to the missing values of the split-by variable Gender

Descriptive Statistics

Q10 1t Q12 Q13 Q14 Q15 Q16 Q17 Q18
F M F M F M F M F M F M TFMT FMTF M

Valid 347 73 47 73 47 73 47 73 47 73 4T 73 47 73 47 73 47
Missing o o o0 o o0 o0 o0 O O O O O ©OoO 0 0 0 0 0
Mean 2.603 2.596 2.699 2.723 2.589 2.638 2.712 2.596 2.685 2.660 2.685 2.681 2.548 2.631 2.507 2.638 2.562 2.702

Std. Deviation 0.571 0.681 0.594 0.498 0.597 0.529 0.513 0.614 0.524 0.600 0.497 0.594 0.602 0.594 0.669 0.605 0.601 0.623
Minimum 1000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
Maximum  3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000

Note. Excluded 1 rows from the analysis that correspond to the missing values of the split-by variable Gender

Descriptive Statistics

Q19 Q20 Q21 Q22 Q23 Q24 Q25 Q26
F M *r M F M F M F M F M F M F M
Valid 347 73 47 73 47T 73 47 73 47T 73 47T T3 4T T3 47
Missing 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Mean 2.781 2.809 2.603 2.745 2.575 2.532 2.562 2.702 2.671 2.787 2.740 2.723 2.000 2.277 2.589 2.660

Std. Deviation 0.479 0.495 0.618 0.530 0.599 0.654 0.645 0.548 0.528 0.463 0.501 0.452 0.866 0.800 0.620 0.668
Minimum 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 2.000 1.000 1.000 1.000 1.000
Maximum 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000

Note. Excluded 1 rows from the analysis that correspond to the missing values of the split-by variable Gender

The descriptive statistics help further understand the Question 2 of the female responses shows very cohesive
relation of the respondents’ view of cyber ethics. To interpret | responses as the standard deviation is minimum across all
the respondents’ views we used the mean, standard deviation | the questions/ parameters. The minimum and maximum are
and range. We started by observing the minimum and | alsobetween 2 and 3 while in the same questions/ parameters
maximum standard deviations for the questions asked. responses by males are much higher comparatively. This can
be interpreted as male responses to question/ parameter 2
show more scattered opinions.

12 Vol 14 | Issue 1 | Jan-Mar 2022 Online ISSN :0975-1432 | Print ISSN : 0975-153X
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The above description can be interpreted as the females
were clear about parameter 2 understanding as their
responses were either they agreed or didn’t agree whereas
male responses were between agreeing or being neutral. This
indicates that instead of choosing the response that they
either knew or didn’t know about the parameter, they chose
to go for neutral.

The highest standard deviation is in a question/ parameter
25. Here both females and males had the highest standard
deviation of 0.866 and 0.800 respectively. This shows that
their responses were not cohesive.
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The above analytics can be interpreted as the respondents
might not have adequate knowledge of this parameter as
a result of which the responses chosen varied to a great
extent.

‘When we observed the descriptive statistics, we found the
minimum standard deviation for questions. This data gives
an insight into the variance of responses chosen between
Juniors (J-Grades 9-10) and seniors (S-grades 11-12).

Table 4: Descriptive analysis for each parameter/question based on grade

Descriptive Statistics

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9
J S 7 S J S J s J 8 I S 7 S J S J S
Valid 50 71 50 71 50 71 50 71 50 71 50 71 50 71 50 71 50 71

Missing 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Mean 2.8402.915 2.840 2.915 2.840 2.831 2.800 2.704 2.700 2.817 2.240 2.254 2.600 2.310 2.720 2.676 2.520 2.662
Std. Deviation 0.370 0.327 0.370 0.327 0.370 0.447 0.452 0.545 0.580 0.390 0.687 0.751 0.571 0.709 0.454 0.555 0.677 0.559
2.000 1.000 2.000 1.000 2.000 1.000 1.000 1.000 1.000 2.000 1.000 1.000 1.000 1.000 2.000 1.000 1.000 1.000
3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000

Minimum
Maximum

Descriptive Statistics

Q10 Q11 Q12 Q13 Q14 Q15 Q16 Q17 Q18
J s J S J s J S J s J S J S J S J S
Valid 50 71 5 71 S50 71 50 71 S50 71 50 71 50 71 50 71 50 7l
Missing 0 0 0 o o0 0 0 0 0 0 0 0 0 0 0 0 0 0
Mean 2.6202.577 2,700 2.718 2.660 2.577 2.680 2.662 2.660 2.676 2.780 2.620 2.580 2.592 2.500 2.606 2.560 2.662
?)tilfiation 0.567 0.647 0.614 0.512 0.519 0.601 0.551 0.559 0.519 0.580 0.507 0.544 0.642 0.599 0.678 0.621 0.644 0.584
Minimum  1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
Maximum 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000
Descriptive Statistics
Q19 Q20 Q21 Q22 Q23 Q24 Q25 Q26
J S J S J S J J S J S J S J S

Valid 50 71 50 71 50 71 50 71
Missing 0 0 0 0 0 0 0 0

Mean 2.800 2.789 2.560 2.732 2.420 2.634 2.520 2.662
Std'. . 04950476 0.644 0.533 0.673 0.591 0.677 0.584
Deviation

Minimum 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
Maximum 3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000

50 71 50 71 50 71 50 71

2620 2789 2760 2718 2.020 2.183 2.600 2.606
0.567 0445 0476 0484 0.869 0.833 0.670 0.643

1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
3.000 3.000 3.000 3.000 3.000 3.000 3.000 3.000

DOI: 10.183 1 1/gjeis/2022
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Questionl and 2 show similar responses as the standard
deviation is minimum across all the questions but there is
not much variation between the responses by juniors and
Seniors.

The highest standard deviation is in question 25. Here
both juniors and seniors had the highest standard deviation of
0.869 and 0.833 respectively. This shows that their responses
were not cohesive.

SEL Infused Digital Citizenship and Cyber Ethics - Addressing Risks and Understanding Responsibilities

The above analytics can be interpreted as the respondents
might not have adequate knowledge of this parameter as
a result of which the responses chosen varied to a great
extent.

b) Investigating the impact of questions chosen on each
other

To investigate the impact of questions chosen on each
other Granger’s Causality test was done. Here are the findings
of Granger’s Causality Test for the questions that have a
p-value less than 0.1 and are highly significant.

Table 5: Granger Causality Test

Null Hypothesis: F-Statistic Prob. Null Hypothesis: F-Statistic Prob.
Q22 does not Granger Cause GRADE 11.0479 0.00004 Q2 does not Granger Cause Q11 404271 0.0201
Q26 does not Granger Cause Q13 8.36909 0.0004 Q11 does not Granger Cause Q14 395221 0.0219
Q14 does not Granger Cause Q12 789243 0.0006 LA Cn it — L
Qf does not Granger Cause Q3 SRITED 000 Q13 does not Granger Cause Q14 390173 0.023
Q26 does not Granger Cause GRADE 702347 0.0013 O  E EE el L
Q21 dozs not Grangar Case GRADE i R Q20 does not Granger Cause GRADE 378502 0.0256
3 does not Granger Cause Q15 378184 0.0257
Q6 does not Granger Cause Q12 6.18339 0.0028 21 : Gmg“ CME 35 — —
3 not zer Cause . I

Q1 does not Granger Cause (22 590254 0.0036

Q24 does not Granger Cause Q13 36967 0.0278
Q4 does not Granger Cause Q13 5.8041 0.0037

Q1 does not Granger Cause Q20 365432 0.020
Q2 does not Granger Cause Q12 5.78481 0.004

GRADE does not Granger Cause Q25 3.52768 0.0326
Q13 does not Granger Cause Q15 5.76202 0.0041

QI8 does not Granger Cause Q6 349738 0.0336
Q15 does not Granger Cause Q10 5.1287 0.0043

Q9 does not Granger Cause Q21 341278 0.0364
GRADE does not Granger Cause Q23 33318 0009 Q11 does not Granger Cauze Q13 3307 0.0369
Q23 does not Granger Cause Q11 505748 0.0079 Q14 does mot Grangr Cause Q10 EERE B
Q26 does not Granger Cause Q11 495574 0.0086 Q13 doss not Granger Case OF 13854 00304
Q14 does not Granger Cause Q6 463684 0.0116 Q5 does not Granger Cause Q7 1318 203%
Ql does not Gfa.nger Canse Qj 4 43497 0.014 Q5 does not Gmgm. Cause QM 331462 0.0398
Q4 does not Granger Cause Q12 441829 00142 GRADE does not Granger Cause Q20 325758 0.0421
Q135 does not Granger Cause Q6 430417 0.0145 Q14 does not Granger Causze Q23 3.17855 0.0454
Q17 does not Granger Cause Q13 420238 0.0159 Q17 does not Granger Cause Q7 317212 0.0456
Q13 does not Granger Cause Q10 425817 0.0165 Q17 does not Granger Cause Q23 313429 0.0473
Q24 does not Granger Cause Q18 411632 00138 Q1 does not Granger Cause Q11 3.12797 0.0476
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The above granger causality test can be interpreted as-

Table 6: Granger Causality Test Interpretation

Question Effect on Interpretation
Canse ruestion
1 322, 5620,11 | This means parameter / guestion 1 is the cause of parameter’ goestions 3, 22, 58,20 and 11. This can

be umderstond as the students who believed that Digital citizenzhip and cyber Lberacy has helped
them to umderstand amd vse cyberspaces responsibility were alse aware of
&  Taking ethical decisions regarding cyberspaces
»  The fact that in absence of cyber awarensss sources ware not properly referenced or cited
far the research dome for asziprments and a:sazsments
&  The fact that cyber Iteracy and diprfal citizenship helped them understand and practice

netiguetie

s The information that affordable and sesy inbemet comnections were an mvitation to
potential cyber threats

& The fact that in the absence of knowledze of cyber ethics, the azsessments and assiznments
were plagiarized to 2 great extent

& The mfommation that easy accessibilify of devices i the abience of appropriate cyber
literacy can lead to volnerability or being a victim in cyberzpace

11 14,15 This mears that the studenfz were aware of the information that easy accessibility of devices in the
zhzence of approgriate Iteracy cam lead to valnerabilify or being 2 victis o cyberspace were 2lso
infarmed about-
&  The miormation that increased hours spent on the intemet during pandemic led to 2n
imezponsible explomtion of cyberspaces
#  The fact that mcreass in howrs spent on the ret alse led to mereass in the chances of getting
Tullied or cheated by nsing social media and comrecting with virtoal friends

13 13,10,14,6 This means that the sudents who wene aware of the miormation that easy accessibility of devices in
ahzance of netigostie led to performing actions or divulze mformation, without the kmewledzs of the

conseguences alzo kmew that-
®  Anp increaze in the hours spent oo the net during pamdemic alzo l=d to, increazs in the
chances of getting bullied or cheated by using social media and connecting with viruzl

friends

& The mumber of devices connectsd with the intemet mcrease: the chamcss of confidential
datz being hacked

&  Imcreassd hoars spent on the mbemet dorng pandemic led to an oresponstble exploration
af cyberspaces

s Affordable and s2ey internet connections is an invitation fo potential cyber threats

DOI: 10.183 1 1/gjeis/2022 Vol 14 | Issue 1 | Jan-Mar 2022 |15
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14 10,23 This mean: that shdents who believed that mereaszsd hours spent on the internet duaring pendesmic
led to an irresponsible exploration of cyberspaces wers alse aware of-
#  Thea fact that the mumber of devices connacted with the intemet increases the chances of
confidential data being hacked
&  The information that plagianzm cases increazed exponentially durng the pandemic

13 10,23 Thiz mears that smdents who wmdarstood that increaze in hours spent on pet daring pandsamic 2l
led to mcrease in the chances of getting bulliad or cheated by using socizl media and copnecting with
virnez] friend: were al:o -
& Aware of the mformation that the menber of devices cormected with the internet mcreasss
il chance: of confidential data bems hacked
&  Informed that plagiaram cases increased expopentially daring pandesic

17 137,25 This mems that the stodents who were aware of the fact that with the sudden shift fom phoy=ical to
virnezl spaces, thera was oo fims W onderstand the code of comduct while using cyberspaces a2l
zzreed upon-
# The fact that easy acceszibility in absence of netiguette led to performing actions or
divnlging mformation, without the knowladzs of the consequences
&  The information that afferdable and easy infemst connaction can lead to being a victim of
cybercrime or umethical nze of cyberspace and 2ocial media.
#  The statement that in abzence of adsquate knowledze and understanding of the relevance
of oripmal :oftivare stadests indulged i dowmloadms pirated software m order to work
an the asslzrments and projects as they were easily mvailable

1% i This means thar the stodents who were awars of the fact that increass in bours spent o the intemst
requited in mindless exploration: to do as:ignments and assessments which led to explomations of
unsate website: leading to cyber thoeats af tmes were al:o infonmed about-
&  The fact that affordable and easy imtemet conmections i an invitation to potential cyber
threaty

2 23,1311 This meams that the sfudsnt: who were aware of the mformation of dizital citizenzhip and cyber
literacy helped them to differentiate between :afe and unzafe oyberspace: were also mware of
# The miormation that m absence of cyber literacy and dipial citizenship awazeness
plzgizrizm cazses moreassd exponentially.
#  The information that sasy accessibility of device: created opportumities for accesaibility of
devices to mazzes withmat being gefting oriented to wse them reaponaibly
#  The fact that easy accesability of devices m absence of appropriate cyber Iiteracy led to
lnerahility or being a wvickim m cyberspaces.
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21 14 This can be imberpreted 23 the swdent: who were aware that academic mresTity Was compromised
during viriual asseszments and assignment: becanse of lack of awarenes: of digital Gtizership and
cyber literacy were also informed about
#  The miormation that the increazed hours spent on the internet during pandemic led to 2o
irresponsible explomation of cyberspaces

23 11 This meams that Plaziarizm cases inreazed exponentizlly durmg pandemic i3 2 cause for
=  Eazy accessibility of dewice: m the absence of appropriate literacy can lead to volnerabdlity
ar being 2 victim in cyherspace

24 11.1%, 13 Thiz means that Lack of awarenes: of piving credits to muo:ic’ data’ information used fom the
internet mereased copyvright issues to a great exdent is a cauaze for-
=  Eazy accessibility of dewice: m the absence of appropriate literacy can lead to volnerabdlity
ar being 2 victim in cyherspace
#  MAlindless explorations doae to do as:ignment: and assessments lad to explorations of
unsafe website: leading to cyber threats at times.
= Easy Accessibility in absence of nefiquette lead:s to perfonming actions or divulging
information, without the kvowledze of the consequences.

26 13 This meams that Free' affordable pirated Software led to data cormoption and hacking of devicez is a
cnse for-
= Eazy Accessibility in absence of nefiquette leads to performing actions or divulgins
informaticn, withouwt the kvowledze of the consegquences.

3 13 Thiz means that shodearts who belisved that Digital ctizenship and cyber Literacy aids to making
ethical decizions reganding cyberspaces alse believed thaz-
# The ingsa:e m the hoors spent on the net during Pandsmic alzo led to, ncrease in the
chances of getting bullied or cheated by wsing secial media and connecting with virnel
friends

4 1312 Thi= meams that stodests whi were aware of the fact that Digital citizenship and cyber literacy work
23 shialds to 2:ave them from potential cyber threats and ynelrerahility also onderstood that-
# Eazy Accessibility of devices in absence of netiquette led to performing actioms or
divlging mformation, without the knowledze of the conssquences
s Affordability of devices created opportonities of accessibility of devices to maszes without
being oriented to use them responsibly

5 7 Thiz means that stodents who were awmre of the information that Digital Citizenship amd cyber
literacy help to understand and practice netiguette alzo believed that-
s Affordable and easy intermet commection cam lead to being a wictim of cybercrme or
unethical use of cyberspace and social media

L] 12,724 Thiz mean: that the swdents who believed that Affordable and easy intermet compections is an
invitation to potential cyber threats were also mformed aboat-
#  The information that affordability of devices created opportonities of accessibiliny of
dewices to masses without being oriented to use them responsihbly
s The fact that affordable and easy inbemmet commection can lead to bemg a wictim of
cybercrime or unethical nze of cyberspace and social media.
#  The infonmation that lacks of awazenes: of giving credits to pnesic/data'information nsed
from the internet mereased copyright issues to a zreat exbent
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From the Granger Causality test, it is evident that students
believed that knowledge and understanding of Digital
citizenship and cyber literacy aids to empower students

SEL Infused Digital Citizenship and Cyber Ethics - Addressing Risks and Understanding Responsibilities

become a digital citizen who cares and values the cyberspaces
and the power of technology in hand.

According to ISTE’s CEO Richard Culatta, the five

to use technology ethically and responsibly. This data was
collected from grades 9-12. This indicated the need to weave
digital citizenship as well as cyber literacy in the curriculum L
as much as the world is thinking about addressing the social-
emotional needs of the students.

competencies of Digital Citizenship are [9]:

Inclusive (I am open to hearing and respectfully
recognizing multiple viewpoints, and I engage with
others online with respect and empathy.)

2. Informed (I evaluate the accuracy, perspective, and

During Covid, the technology enhancement and virtual validity of digital media and social posts.)

platforms to address learning and other needs have improved
exponentially. This extent of improvement was not been 3. Engaged (I use technology and digital channels for civic
seen in past decades. We need to make use of this enhanced engagement, to solve problems and be a force for good
technology to its fullest even after the pandemic by educating in both physical and virtual communities.)

our learners as soon as they get access to the technology. 4. Balanced (I make informed decisions about how to
prioritize my time and activities online and off.)
Sugges tions 5. Alert (I am aware of my online actions, and know how

Here is our proposed SEL and Digital Citizenship Model

) to be safe and create safe spaces for others online.)
to promote Cyber Ethics and to empower each learner to

Table7: SEL and Digital Citizenship Model

SEL & CYBER K-2 15 6-8 912
WELLBEING
TECHFEEL | RESPONSIBLE | WATCHYOUR | YOUR IDENTITY ON
ONLINE DIGITAL SOCIAL MEDIA AND
BEHAVIOUR FOOTPRINT CYBERSPACES
Understanding Recognize and Idantify and Identify and define
basics of tech establizh the reflact on how positive use of
platforms whila connection zocizl media and tecknology by usmg
usmng between cyberspaces 1t rezponsibly and
technology behavicurs and impact their how can technology
Self-Awarenezs such as raising emotions, amotions, contribute towards
2 hand to speak, Underztand behaniours, and self-afficacy.
"Lock cutside and you emotion check- howr thewr online identity. Amnalyse and evaluzte
will see vourself. Look msz, labellmz behaviours can Being mundful of appropniate and zafe
inzide and vou will find emotions with impact posting and soecial media and
yourself” tech use themselvaz and commenting on cyberzpace
comrectly, and others. zocial media and behaviour.
— Direw Grarald mferming the Eeflect on what cyberspaces posts Evaluating the
same for others it means to have avaluate the banefits and
oo, netiquette. accuracy, drawhacks of ona’s
Feflect and evaluate the perspectrve, and action.
wdantify which acCuracy, vahdity of digital evaluate the
onlne actrvities perspectiva, media and social accuracy,
make them and wvalidity of posts (Being perspactve, and
happy, =ad, or digital media Informed) validity of digital
angzry and why and social posts madia and social
{Being (Being postz (Being
Informed) Informed) Informed)
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TECH WILL LIFE TECH FORMING GOOD STRIKING THE
BALANCE DIGITAL HABITS RIGHT BALANCE
¢ Understanding ¢ Idemfify and Idantify and Dievice and develop
. . . technology as a reflect on how evaluate the strategies to creatz a
' ‘ part of Life and madia cholces we online activities balance baturesn on-
- NOT Life and maka impact our that contribute to serean and off-scresn
developng a wallbemngz ther social- time (Creating
sirategy to [ Deviza thair own emotional well- Balance).
Self-Manapement regulate their defimitions of being. Understand and
fealings when media balance by Exhibiting self- evaluate applications,
"Making appointments they arewithor | zettng their discipline and, websitaz and
with voursalf and without tach personzl Tech salf-control to cyberzpaces that are
zr:hgdul;ng other things devices. Balance goals sirike balance safe and unsafe and
around them is kevtg  |*  Degulaing (Creafing betwean bamg show courage and
proactive selt': thair emotions Balance). cnline and offlma mitiative to devise
managsment " to handle by ksapimg ways o deal with
tranzitions themzalves thaza seanarios
- Michasl Hvatt batwaen online conztuctively maturaly and
- and offline engagad o these effectivaly
activities platforms Plannmg and
(Creating i Creating organizing tasks to
Balance). Balance). striks the right
balanca betwaan on-
screen and off-seresn
time.
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Social Awareness

" Belf-awareness 1= the

abulity to take an honest
lock at vour life without
any attachment to 1t bemg

nght or wrong, good or

]:la n

- Dabbie Ford

WATCH
YOURSELF

# Leaming to uza
appropriate
ways and
commumnication
to mest and
greet online
{(Being
Incluzive)

¢ Commnmicatmng
and listening
patiently and
daveloping a
habt of tum-
taking while
communlcating
online.

CHOOSE YOUR

WORDS AND
BEHAVIOUR
CAREFULLY

Showing
concams for the
foalmes of
athers and
demonstrating
appropriate
behaviour
online. (Being
Incluzive)
Eeflact on tha
impact that
words can have
on othars whan
conumunicating
online.
Understand
what
cybarbullying iz
and 1dentify
ways to raize a
volce against it
when they
witness or
experience

cybarbulbring.

DEALING WITH
DIGITAL MEDIA

Demonstrating
empathy and
compaszsion for
others while baing
online or using
cyberspacas
{Being Inclusive)
Understand how
irrezponzible
commumcation
online can be a
cansze of conflict
and
cyberbullying.
[dentfy and
practice strategies
to be respectiul
for self and others
while bemng
online or using

cyberspacas

RESPONSIBLE
ONLINE SOCIAL
BEHAVIOUR

Underztanding the
mfluances of
organizations systems
on behaviour and
rezsponding
appropriztely (Being
Incluzive)

Develop a culture of
awarensss and use
appropriate
commumication and
hdux'icmrl while
commumncating
onlme or using
cyberspaces.
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BE KIND AND RELATIONSHIP FRIENDSHIP AND KNOWING
APPRECIATIVE MATTERS SOCIAL MEDIA BOUNDARIES
# Understand the ¢ Bemgz able to # Leamtobksa * Identify and deal with
mnportance of take and responsibla potential social
being knd to understand other communicator stressors (like
others when people’s and mflnencer to numbers of hikes,
online and perspactives mto develop positive followrars, ete)
offlme to consideration relationships with Identify and dizplay
Relationship Skills develop when others whila baing qualities of healthy
positive commumnicatme online and offlma onlme relationzhips
“Relationships are at the relationships or plaving online (Being Engaged) Understanding their
heart of schooling ™ with othars (Being Understand and boundaries whila
(Being Engaged). adopt appropriate communicating on
— Mark Twain Engazed) w  Idemfify and wavs to balance social media with
Beflect on devize ways to cnline peers and othars
things they can neutralize or step comnectivity wath (Being Engaged)
do ar hehm'[uur' away from onlime peerz and others
thay can and offline to murtura
dizplay to be conflicts relationships
kand and
rezpectful to
others onlina
(e.z., putting
thair davice
away whan
SOmecns 1
talking to them
or 1f a friand
mvites them to
play).
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STAY SAFE RESPONSIBLE PAUSE, REFLECT REFLECT AND THEN
DECISION MAKER & ACT ACT
#  lmow how to be Giving credits to Understanding what
s Know how to safe and create safe the source of Arademic Integrity is
stav zafe when spaces for othars information and and displaying ethically
going online online. Understand practicing academic right bebauior while
(2.2, asking for the responsibilities integrity waorking on the tasks or
permission from that come with Identify the risks being online
3 grovwmnp when owning or having and patential Citing sources of
Responzible Decizion using 3 device or acces: to 2 device opparmnities af information znd
Making going online, not (Being Alert). connecting with displaying ethical
talking to o Undarstand the peopls anline and behavioor by choosing
“Betwesn stimulos and strangers). difference betwesn display appropriats to be right
response, there iz space. In o Understanding private and public ethical behaviour Faflect on their
that space is our power to and sharing the informeation and (Being Alert) respansibilities when
choose our responze. In our stressars while how to keep private Understanding what posting information
response liss our growth and being online for information safe. Academic Integrity about others anling
our fresdom ” adult intervention Giving credits to 15 and displaying TUnderstand how their
and legming to the source of ethically right digital footprint can
—Viktor E. Frankl dezl with information and bebavior while impact their raputation
situztions (Being practicing waorking om the and that of others.
Alerf) academic integTity tashs or baing Anticipating and
Understand the anline evaluating the
importance of Anticipating and consequences of one’s
Acadamic Integrity evaluating the actions online and
and ensure that consequences of offline (Being Alert).
they don't indulze one’s actions online
in amy kind of and offline.
activity that is not
athical 2 g, sharing
work and copving
work from peers
(Peer Plagiarizm)
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Easy accessibility of devices

Easy accessibility of devices in the absence of
appropriate literacy can lead to vulnerability or
being a victim in cyberspace

Affordability of devices created opportunities for
accessibility of devices to masses without being
oriented to use them responsibly

Easy Accessibility in absence of netiquette leads
to performing actions or divulging information,
without the knowledge of the consequences.

Parameter wise Number of Students -
Agree/Neutral/Disagree

52
45 50
39 a 6
I 1 II I i
7
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Easy accessibility of devices
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Parameter wise Number of Students -
Agree/Neutral/Disagree
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Parameter 1 Parameter 2 Parameter 3

Easy accessibility of devices
mMale mFemale

Increase in the hours spent on the net during the
Pandemic

Increased hours spent on the internet during the
pandemic led to an irresponsible exploration of
cyberspaces

This also led to an increase in the chances of
getting bullied or cheated by using social media
and connecting with virtual friends

Virtual classrooms created opportunities for
academic dishonesty in absence of an appropriate
understanding of cyberspaces

With the sudden shift from physical to virtual
spaces, there was no time to understand the code
of conduct while using cyberspaces

Mindless explorations done to do assignments and
assessments led to explorations of unsafe websites
leading to cyber threats at times.

The absence of knowledge of having antivirus
in the system led to cyber-attacks and threats to
device data.

No. of Students
8

No. of Students
N
3
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Parameter wise Number of Students -
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Academic integrity compromised

In absence of knowledge of cyber ethics, the
assessments and assignments were plagiarized to
a great extent.

Academic Integrity was compromised during
assessments and assignments

In absence of cyber awareness sources were not
properly referenced or cited for the research done
for assignments and assessments

Plagiarism cases increased exponentially during
the pandemic

Lack of awareness of giving credit to music/
data/ information used from the internet
increased copyright issues to a great extent

In absence of adequate knowledge and
understanding of the relevance of the original
software I downloaded pirated software to work
on the assignments and projects as they were
easily available

Free/ affordable pirated Software led to data
corruption and hacking of devices
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