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 Abstract 
Purpose: Right from the birth of  a child parents always look for ways to teach their 
child to be ethical. The majority of  values we have as an adult were established in us 
during our early years. With the advancement of  technology, it has become more crucial 
than ever to teach our children cyber ethics in the same manner that we teach real-
world ethics. The term “cyber ethics” refers to a set of  guidelines for appropriate and 
responsible online behaviour. Children must understand that accessibility of  cyberspaces 
or devices is their privilege as well as rights but with rights come responsibilities too. 
If  responsibilities are not taken care of, they may lead to unethical use of  cyberspace 
and at the time being a victim of  cyber-crimes/ bullying and compromising academic 
integrity. Although an important part of  life, teachers often struggle to fit cyber ethics 
into their content-rich classes. This research aims to study the relationship between 
digital citizenship and cyber literacy to help students evolve as digital citizens who 
perform ethical practices. 

Research/Methodology/Approach: The study adopted the quantitative research 
methodology particularly survey research. The random sampling method was used. 
121 respondents filled out the survey.

Findings: The result from this study provided an insight into the urgent need to address 
digital citizenship and cyber literacy by integrating the same in disciplinary learning 
too. 

Originality/Value: SEL infused Digital Citizenship model has been proposed 
to establish a culture of  cyber well-being and responsible online behaviour in an 
increasingly networked society
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Introduction
Children learn their first lesson in ethics at home. Parents 

guide children to differentiate between what is right and what 
is not to navigate through life experiences to help them develop 
a conscience. Teachers further groom them to become well-
rounded, compassionate, happy and resilient learners. They learn 
basic ethics such as treating others with respect, not cheating or 
harming others, and so on. Despite the fact that learning ethics in 
everyday life is emphasized, online ethics is virtually overlooked. 
It is all the more crucial to teach children about cyber ethics in the 
information age when kids are learning to use technology before 
they can even walk. Long before children learn how to handle 
real-life situations ethically, technology puts ethical dilemmas 
at the forefront. The digital gap between parents and children 
and between teachers and students has led to youngsters failing 
to practice ethical behaviour online and being immersed in the 
world of technology without having developed cyber ethics.

Cyber Ethics is a set of  guidelines for responsible online 
behaviour. While there is great discussion over what is 
“good” and “wrong”, the basic notion of  treating others 
with decency applies both online and in real life. Cyber ethics 
plays a consistent role in suggesting how to use technology 
appropriately and responsibly.

The expansion of  data and cyber use without an 
ethical awareness of  technology blinds us to unintended 
consequences and leaves us exposed to attacks by predators. 
This paper examines the need to reassess cyber ethics and 
presents a model integrating cyber ethics with SEL to 
establish a culture of  cyber well-being and responsible online 
behaviour in an increasingly networked society.

Literature Review
The term cyber ethics is made up of  two words cyber 

and ethics. The word cyber is a prefix used to describe 
people, things or ideas that are connected to the computer 
and the internet (Wilczenski and S. M. Coomey, 2006). As 
stated in (Kaddu,2007), ethics is a branch of  philosophy 
that is concerned with human conduct, more specifically the 
behaviour of  individuals in society. Cyber ethics according to 
(Mentle, 2008) is defined as the discipline dealing with what 
is good and bad, and with moral duty and obligation as they 
pertain to online environments and digital media. Another 
definition of  cyber ethics as defined in (Singh and Tiwari, 
2020) states Cyber ethics is the study of  ethics pertaining 
to computers, covering user behaviour and what computers 
are programmed to do, and how this affects individuals 
and society. Freestone and Mitchell (2004), explained the 
unethical use of  the internet as “abnormal behaviour” 
(Freestone and Mitchell, 2004). 

Making ethical decisions when using the Internet is 
one of  the most significant challenges that today’s youth 
confront. Individuals and organizations are concerned about 
the growing amount of  unethical activity associated with 
internet use. As technology is being incorporated into every 
part of  our lives, computer ethics is becoming increasingly 
important. According to a prior study (North, George and 
North, 2008), computer ethics education is required to 
improve the awareness of  users in the academic setting, 
particularly students. This would increase their awareness of  
computer ethics and prepare them to be ethical individuals 
later in their careers (McCarthy, Halavi and Aronson, 2008).

Methodology
Research Model: 

In this study, we adopted the quantitative research 
methodology particularly survey research. A structured 
questionnaire with 26 questions was designed and shared 
with students. The questions were divided into the following 
sections-

Section 1
Digital Citizenship and Cyber 
literacy

(Q1-Q5)

Section 2
Affordable and easy Internet 
Connection

(Q6-Q10)

Section 3 Easy Accessibility of  Devices (Q11-Q13)

Section 4
Increase in the hours spent on the 
internet during the pandemic

(Q14-Q19)

Section 5 Compromised Academic Integrity (Q20-Q26)

Each section had questions related to the headings given. 
Details of  section-wise questions are given in Appendix-I. 
The questions made use of  a 3-point Likert Scale, ranging 
from 1 (Disagree), 2 (Neutral) and 3 (Agree).

The random sampling method was used. Sample from 
the study was drawn from students of  grades 9-10 and 11-12 
of  public schools in the Delhi NCR region. 

121 respondents filled out the survey. Out of  the total 
respondents, 58.7% of  students were of  grades 11-12 and 
41.3% of  students were of  grades 9-10.

In the data collected through the survey, there were 60.8% 
female respondents and 39.2% male respondents.

Data analysis of  the data collected was done on the basis 
of  gender and two clusters of  grades i.e., grades 9-10 and 
11-12 students. 
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Results and Findings
The result of  the data analyzed under different sections 

is as follows.

a)	 Question-wise responses of males and females in the 
Junior and Senior Category 

Table 2: Question-wise responses of males-females in the Senior category

Table 1: Question-wise responses of males-females in the Junior category

Each question was sorted according to the responses of  
males and females in Junior (represented as J- for grades 9-10) 
and Senior Categories (Represented as S- for grades 11-12)

The data interpretation of  section 1 is that the percentage 
of  males and females in juniors as well as seniors was 
maximum for the option AGREE, which indicates that 
students believe that digital citizenship and cyber literacy 
helps them to explore cyberspaces responsibly and ethically. 
There was a significant increase indicated in the count of  
responses for the option AGREE.

The data interpretation of  section 2 is the percentage of  
males and females in juniors as well as seniors the responses 
for juniors can be interpreted as there is a variation in response 
chosen between AGREE and NEUTRAL in the questions/ 
parameters under section 2.

In section 3, the percentage of  males and females in 
juniors as well as seniors, the responses for juniors vary 
between AGREE and NEUTRAL which was not the case 
in Seniors. A similar pattern was observed for most of  the 
questions for seniors. 

For Section 4 the responses selected by juniors as well 
as senior males and females are mostly either AGREE or 
NEUTRAL with AGREE being significantly high in some 
of  the parameters.

Section 5 interpretation of  data collected from junior 
males and females shows less increase in the option of  
AGREE as compared to the senior males and females which 
show a significant increase in the option of  AGREE for some 
questions/ parameters under this section.

b)	 Descriptive analysis of each question based on gender 
and grades of the respondents 

To understand the nature of  the data gathered a descriptive 
analysis was done for each question/parameter based on 
the gender and grades of  the respondents. The description 
of  each question/parameter can be accessed in Appendix-I. 
The result of  gender descriptive analysis on each question/
parameter is as follows-
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Table 3: Descriptive analysis for each parameter/question based on gender

The descriptive statistics help further understand the 
relation of  the respondents’ view of  cyber ethics. To interpret 
the respondents’ views we used the mean, standard deviation 
and range. We started by observing the minimum and 
maximum standard deviations for the questions asked. 

Question 2 of  the female responses shows very cohesive 
responses as the standard deviation is minimum across all 
the questions/ parameters. The minimum and maximum are 
also between 2 and 3 while in the same questions/ parameters 
responses by males are much higher comparatively. This can 
be interpreted as male responses to question/ parameter 2 
show more scattered opinions.

SEL Infused Digital Citizenship and Cyber Ethics - Addressing Risks and Understanding Responsibilities
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The above description can be interpreted as the females 
were clear about parameter 2 understanding as their 
responses were either they agreed or didn’t agree whereas 
male responses were between agreeing or being neutral. This 
indicates that instead of  choosing the response that they 
either knew or didn’t know about the parameter, they chose 
to go for neutral.

The highest standard deviation is in a question/ parameter 
25. Here both females and males had the highest standard 
deviation of  0.866 and 0.800 respectively. This shows that 
their responses were not cohesive.

The above analytics can be interpreted as the respondents 
might not have adequate knowledge of  this parameter as 
a result of  which the responses chosen varied to a great 
extent.

When we observed the descriptive statistics, we found the 
minimum standard deviation for questions. This data gives 
an insight into the variance of  responses chosen between 
Juniors (J-Grades 9-10) and seniors (S-grades 11-12).

Table 4: Descriptive analysis for each parameter/question based on grade
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Question1 and 2 show similar responses as the standard 
deviation is minimum across all the questions but there is 
not much variation between the responses by juniors and 
seniors. 

The highest standard deviation is in question 25. Here 
both juniors and seniors had the highest standard deviation of  
0.869 and 0.833 respectively. This shows that their responses 
were not cohesive.

The above analytics can be interpreted as the respondents 
might not have adequate knowledge of  this parameter as 
a result of  which the responses chosen varied to a great 
extent.

b)	 Investigating the impact of questions chosen on each 
other 

To investigate the impact of  questions chosen on each 
other Granger’s Causality test was done. Here are the findings 
of  Granger’s Causality Test for the questions that have a 
p-value less than 0.1 and are highly significant.

Table 5: Granger Causality Test

SEL Infused Digital Citizenship and Cyber Ethics - Addressing Risks and Understanding Responsibilities
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The above granger causality test can be interpreted as-

Table 6: Granger Causality Test Interpretation

11 
 

The above granger causality test can be interpreted as- 
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From the Granger Causality test, it is evident that students 
believed that knowledge and understanding of  Digital 
citizenship and cyber literacy aids to empower students 
to use technology ethically and responsibly. This data was 
collected from grades 9-12. This indicated the need to weave 
digital citizenship as well as cyber literacy in the curriculum 
as much as the world is thinking about addressing the social-
emotional needs of  the students.

During Covid, the technology enhancement and virtual 
platforms to address learning and other needs have improved 
exponentially. This extent of  improvement was not been 
seen in past decades. We need to make use of  this enhanced 
technology to its fullest even after the pandemic by educating 
our learners as soon as they get access to the technology.

Suggestions
Here is our proposed SEL and Digital Citizenship Model 

to promote Cyber Ethics and to empower each learner to 

become a digital citizen who cares and values the cyberspaces 
and the power of  technology in hand.

According to ISTE’s CEO Richard Culatta, the five 
competencies of  Digital Citizenship are [9]:  

Inclusive (1.	 I am open to hearing and respectfully 
recognizing multiple viewpoints, and I engage with 
others online with respect and empathy.)

Informed (2.	 I evaluate the accuracy, perspective, and 
validity of  digital media and social posts.)

Engaged (3.	 I use technology and digital channels for civic 
engagement, to solve problems and be a force for good 
in both physical and virtual communities.)

Balanced (4.	 I make informed decisions about how to 
prioritize my time and activities online and off.)

Alert (5.	 I am aware of  my online actions, and know how 
to be safe and create safe spaces for others online.)

Table7: SEL and Digital Citizenship Model 
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RESPONSIBLE
ONLINE
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YOUR IDENTITY ON 
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WATCH 
YOURSELF

CHOOSE YOUR 
WORDS AND 
BEHAVIOUR  
CAREFULLY

DEALING WITH 
DIGITAL MEDIA

RESPONSIBLE 
ONLINE SOCIAL 

BEHAVIOUR
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MATTERS
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STAY SAFE RESPONSIBLE 
DECISION MAKER

PAUSE, REFLECT  
& ACT

REFLECT AND THEN 
ACT
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Appendix- I

S.No Questions

Please select your grade (class)

Please select your gender

Digital Citizenship and Cyber Literacy

1. It helps me to understand and use cyberspaces 
responsibly

2. It helps me to differentiate between safe and 
unsafe cyberspaces

3. It aids me to make ethical decisions regarding 
cyberspaces

4. It works as a shield to  save me from potential 
cyber threats and vulnerability

5. It helps me to understand and practice netiquette

Affordable and easy internet connection

6. Affordable and easy internet connections are an 
invitation to potential cyber threats

7. It can lead to being a victim of  cybercrime or 
unethical use of  cyberspace and social media.

8. The rate of  exploration of  cyberspaces and social 
media has increased exponentially leading to cyber 
threats, bullying, and other such potential threats 
in the absence of  knowledge about the same

9. Free open internet spaces are also a FREE 
inevitable invitation to cyber threats

10. The number of  devices connected to the internet 
increases the chances of  confidential data being 
hacked
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Easy accessibility of devices

11. Easy accessibility of  devices in the absence of  
appropriate literacy can lead to vulnerability or 
being a victim in cyberspace

12. Affordability of  devices created opportunities for 
accessibility of  devices to masses without being 
oriented to use them responsibly

13. Easy Accessibility in absence of  netiquette leads 
to performing actions or divulging information, 
without the knowledge of  the consequences.

Increase in the hours spent on the net during the 
Pandemic

14. Increased hours spent on the internet during the 
pandemic led to an irresponsible exploration of  
cyberspaces

15. This also led to an increase in the chances of  
getting bullied or cheated by using social media 
and connecting with virtual friends

16. Virtual classrooms created opportunities for 
academic dishonesty in absence of  an appropriate 
understanding of  cyberspaces

17. With the sudden shift from physical to virtual 
spaces, there was no time to understand the code 
of  conduct while using cyberspaces

18. Mindless explorations done to do assignments and 
assessments led to explorations of  unsafe websites 
leading to cyber threats at times.

19. The absence of  knowledge of  having antivirus 
in the system led to cyber-attacks and threats to 
device data.

Academic integrity compromised

20. In absence of  knowledge of  cyber ethics, the 
assessments and assignments were plagiarized to 
a great extent.

21. Academic Integrity was compromised during 
assessments and assignments

22. In absence of  cyber awareness sources were not 
properly referenced or cited for the research done 
for assignments and assessments

23. Plagiarism cases increased exponentially during 
the pandemic

24. Lack of  awareness of  giving credit to music/ 
data/ information used from the internet 
increased copyright issues to a great extent

25. In absence of  adequate knowledge and 
understanding of  the relevance of  the original 
software I downloaded pirated software to work 
on the assignments and projects as they were 
easily available

26. Free/ affordable pirated Software led to data 
corruption and hacking of  devices

SEL Infused Digital Citizenship and Cyber Ethics - Addressing Risks and Understanding Responsibilities
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