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 Abstract 
Purpose: Today we are witnessing a world where hacking into a user’s computer using 
tiny bots or intercepting a group of  interconnected devices is no more impossible. 
These tiny bots are called botnets which are a group of  malicious codes that can 
hamper the whole security system without the knowledge of  the user. As Internet of  
Things (IoT) is emerging rapidly, the interconnected devices are susceptible to breach, 
as one affected device can hamper the whole network. The security threat increases as 
botnet attacks increase their presence to the interconnected devices. In this paper, we 
are implementing Restricted Boltzmann Machine (RBM) algorithm of  deep learning 
approach on the CTU-13 dataset (The CTU-13 is a dataset of  botnet traffic that was 
captured in the CTU University, Czech Republic, in 2011. The goal of  the dataset was 
to have a large capture of  real botnet traffic mixed with normal traffic and background 
traffic.) to train the algorithm about the botnet attack patterns in IoT and to prevent the 
botnet attacks on IoT devices, thus reducing the interference problem in the network.

Methodology: In this paper, we worked on a deep learning-based botnet detection 
algorithm, which trains the IoT devices few ways for future research have been 
distinguished. To show the capacity of  our created model to identify new varieties of  
botnets, a changed adaptation of  the Torii sample will be utilized in the next phase of  
the work, to produce a second combined dataset and will be looked at against existing 
mark and stream-based oddity location strategies. 

Conclusion: This paper proposes a solution to the detection of  botnet activity within 
consumer IoT devices and networks. A novel detection algorithm was developed based 
on Deep learning mechanism. Earlier detection was performed at the packet level with 
Wireshark by creating a fake network using ApateDNS.
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A Deep Learning Approach Against Botnet Attacks to Reduce the Interference Problem of IoT

Introduction
Today we are living in an era of  IoT, robotics and 

artificial intelligence where sneaking into a remote system is 
not impossible anymore. Malwares has become so advanced 
today that they even do not need to write anything into the 
system files. The concept of  dropping a malicious file into a 
target system is long gone now. Malwares are now able to use 
legitimate inbuilt applications to access the mainframe of  the 
system. These advanced classes of  malwares are called file-
less malwares. The concept of  botnet is somewhat like file-
less malwares. Botnets do not need to drop a malicious file 
into the target system. Their main goal is to hamper as much 
devices in the network as possible without leaving any trace 
of  the source. In IoT, where every device is connected, botnet 
attacks have proven themselves to be an alarming challenge. 
Until the IoT concerns improve their security mechanisms, 
botnet attacks have the potential to become the new weapon 
of  future cyber-attacks. Since last decade, the statistics of  the 
botnet attacks have increased rapidly. As much as technology 
is advancing the botnets are becoming strong and more 
intelligent. 

Present technology of  botnet detection mechanisms like 
signature or flow-based error detection are providing sound 
results when there is a small-scale botnet attack. In larger 
scale, they are not meeting the desired output. Now-a-days 
cyber world is witnessing the rise of  artificial intelligence-
based botnets which can learn the pattern of  the users’ usage 
mechanism and deploy themselves accordingly. Therefore, 
there is an unavoidable need of  learning-based mechanisms 
to be implemented in the field of  botnet attack prevention. 

Here in this paper we are implementing a deep learning 
approach (Restricted Boltzmann Machine) to train the 
algorithm more accurately with a higher accuracy level about 
the attack patterns of  the botnets. The dataset used in this 
work is the CTU-13 dataset of  botnet attacks which shows 
several botnet attacks patterns and their feature-set and 
parameters. 

This paper proposes a solution to the detection of  botnet 
activity within consumer IoT devices and networks. A novel 
detection algorithm was developed based on Deep learning 
mechanism. Earlier detection was performed at the packet 
level with Wireshark by creating a fake network using 
ApateDNS.

Literature Review
Many researchers have been done work on providing an 

efficient solution against botnet attacks. Torres et. el. Proposed 
a methodology to compare several Recurrent Neural Network 
(RNN) models and the efficiency are analyzed through behavior 
of the traffic by designing it as a sequence of states that 
changes [1]. The focus of this work is to analyze the behavioral 
characteristics of the botnets. This work analyses the Recurrent 

Neural Network (RNN) methodologies because of the two 
main reasons – unbalanced network traffic and length of the 
data sequence. To perform the proposed concept, a K-fold 
cross validation (a resampling procedure used to evaluate machine 
learning models on a limited data sample. The procedure has a 
single parameter called k  that refers to the number of  groups that 
a given data sample is to be split into.) and test was conducted 
on unseen data extracted from different botnet sample. From 
the results, it was found that the Recurrent Neural Network 
(RNN) model is capable of efficiently differentiating the botnet 
attacks with a high detection rate but it is not as much efficient 
when using imbalanced network traffic. 

The ongoing development of  the Internet of  Things (IoT) 
has brought about an ascent in IoT based DDoS assaults. 
McDermott et. el. exhibits an answer for the identification 
of  botnet action inside purchaser IoT gadgets and systems 
[2]. A tale use of  Deep Learning is utilized to build up an 
identification model dependent on a Bidirectional Long 
Short-Term Memory based Recurrent Neural Network 
(BLSTM-RNN). This paper shows that although the 
bidirectional methodology adds overhead to every age and 
expands preparing time, it demonstrates to be a superior 
dynamic model after some time. A named dataset was 
created as a component of  this examination and is accessible 
upon solicitation.

Botnets comprise an essential risk to Internet security. 
The capacity to precisely recognize botnet traffic from non-
botnet traffic can help essentially in moderating pernicious 
botnets. Roosmalen et. el. presented a novel way to deal with 
botnet discovery that applies profound learning on streams 
of  TCP/UDP/IP-parcels [4]. The test results with a huge 
dataset, they acquired 99.7% exactness for arranging P2P-
botnet traffic. This is practically identical to or superior to 
customary botnet recognition approaches, while lessening 
endeavors for highlight designing and highlight choice to a 
base.

As of late, botnets have turned out to be one of the 
significant dangers to data security since they have been 
continually developing in both size and advancement. A few 
botnet identifications measures, for example, honeynet-based 
and Intrusion Detection System (IDS) - based, have been 
proposed. Nonetheless, IDS-based arrangements that utilization 
marks appear to be insufficient on the grounds that ongoing 
botnets are outfitted with advanced code update and avoidance 
strategies. A few investigations have appeared unusual botnet 
recognition strategies are more successful than mark-based 
techniques since oddity-based botnet discovery strategies don’t 
require pre-constructed botnet marks and henceforth they have 
the capacity to recognize new or obscure botnets. Toward this 
path, Hoang X. & Nguyen Q. proposed a botnet discovery 
model dependent on AI utilizing Domain Name Service 
question information and assesses its viability utilizing famous 
AI strategies [5]. Exploratory outcomes demonstrate that AI 
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calculations can be utilized successfully in botnet recognition 
and the irregular timberland calculation creates the best by and 
large identification precision of over 90%.

Problem Statement
Many technologies have been developed over the years 

to cope with the increasing threat of the cyber-security, but 
the ration of cyber-crime is increasing instead of decreasing. 
Heuristic-based tools use rules to examine suspicious codes and 
classify them as malware. This approach is limited, however, 
due to the fact that it relies on the sequence of repeated code 
that is indicative of malicious intent. Hence, in this work, we 
are presenting a view on the combined approach of static and 
dynamic analyses with tools based on real-time extraction.

 
 

Fig. 1. Existing problem of botnet attack on IoT network

 Botnets in Internet of Things
A botnet is a network of  inter-connected small group 

of  computers which runs on one or more bots. Their main 
target is to deploy botnet framework into the target system’s 
mainframe to gain access to the system’s administrative 
privileges. Once this step is done, they use their framework to 
manipulate the user’s behavior and intervention to the system 
processes. For example, the Torii botnet attack (September 20, 
2016) was one of  the most severe botnet attacks which took 
over the IoT network. The “Botmaster” uses the C&C server 
gain access to the victim system and transfer the information 
via IP trafficking through the botnet’s framework. Botnet is an 
abbreviation which was taken from “Robot” and “Network” 
(Bot + Net). The main motive behind a botnet attack is to 

collapse as much IoT devices as possible and to gain access 
to the privileged information of  a target system. The effects 
of  botnets are increasing in a rapid manner which was 
anticipated in the early ages. Statistics shows that most of  
cyber-attacks somehow involve in botnet implementations. 

Deep Learning Against Botnets
Now we are living in the world of  IoT where almost 

every device is interconnected to ease our lives but now this 
IoT network is sometimes used against the security of  the 
cyber-space. As we know, botnets target the most vulnerable 
devices and connections in an IoT network to spread into 
other devices, the question remains that how we are going 

to stop this attempt of  cyber-security invasion. Malwares, 
ransomwares, botnets are becoming advanced and growing 
much faster than we can improve our defense against them. 
AI enabled malwares, ransomwares, botnets are not new 
today. This threatens cyber-security and raises the question 
that are we secure enough and ready to defend our-selves in 
case in future any more devastating security threats raises 
concern.

Deep learning mechanism (DL) is an advanced extension 
of  the Machine learning mechanism (ML) which includes 
following main types – Boltzmann Machine (BM), Neural 
Network (NN), and Stacked Auto Encoders. In this work, 
we are comparing machine learning approaches with the 
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deep learning Neural Network Sequential algorithm to find 
out whether machine learning or deep learning does more 
accurate job in learning the attack patterns accurately. 

The following figure shows the implementation of  
Restricted Boltzmann Machine (RBM) on the CTU-
13 dataset in our secure lab environment by creating an 
imitated network using ApateDNS tool (ApateDNS™ is a 
tool for controlling DNS responses though an easy-to-use GUI ) to 
restrict the botnet sample from gathering information about 
the virtual environment. ApateDNS starts a VPN (Virtual 
Private Network) inside the Virtual Machine to limit the 
botnet’s access to the public DNS.

As we can see from the result, the accuracy of  the 
algorithm is 64.88% when we are using epoch = 5. Epoch is 
the count of  iterations that are implied on the dataset to train 
the algorithm in a recursive manner. The more the count of  
epoch, the better the accuracy level is.

Count of  epoch ∞ Accuracy level

 
 

Fig. 2. Implementation of Restricted Boltzmann 
Machine (RBM) using epoch = 5

Using the CTU-13 dataset, we extracted the features 
from the dataset and applied Restricted Boltzmann Machine 
(RBM) algorithm on it. 

We adjusted the number of  epochs in different phases 
(for e.g., epoch =1, 2, 3 and 4) and found that, the model 
gives under fitting results till epoch = 9. In epoch = 10, the 
model provides optimal result with an accuracy of  95.13%. 
Again, in epoch = 11, the model becomes over fitted. Hence, 
we selected number of  iterations of  epoch = 10.

The following figure shows the implementation result of 
the RBM model on the CTU-13 dataset with epoch = 10 (0 
to 9). This model provides an optimal result with a minimum 
processing time. Also, this model analyzes the dataset and its 
patterns more accurately than other phases performed.

Fig. 3. Implementation of Restricted Boltzmann  
Machine (RBM) using epoch = 10

 Conclusion and Future Scope
In this paper, we worked on a deep learning-based botnet 

detection algorithm, which trains the IoT devices few ways 
for future research have been distinguished. To show the 
capacity of  our created model to identify new varieties of  
botnets, a changed adaptation of  the Torii sample will be 
utilized in the next phase of  the work, to produce a second 
combined dataset and will be looked at against existing mark 
and stream-based oddity location strategies. 

This work will be extended using a sample analysis 
of  Torii botnet and combining the parameter set extracted 
with the CTU-13 dataset. A novel comparison will be done 
in the next phase on the dataset between machine learning 
approach and deep learning approach to find out the which 
algorithm provides best result and creating a model which 
can predict the attacks.
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