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Abstract

Information Technology (IT) based information systems have become the backbone of not only success but of survival of organiza-
tions in this highly competitive world. Considering that IT is an important asset it must be managed efficiently to minimize the risks
associated with it and the systems it supports. The paper is based on literature review of existing work on information security and
risk management. It attempts to describe the theoretical perspective of information system security. It also discusses and analyses

the various information security methodologies in practice.
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1. Introduction

Information Systems (IS) are set of interrelated components that
retrieve, process, store and distribute information to support deci-
sion making and control in organizations. IS basically consists of
data hardware, software, procedures and people which are usu-
ally developed to support business function (Godbole, 2009). In
the present scenario information systems have become an essen-
tial aspect and an integral part of any business have graduated
from being just a tool and information provider to facilitator
in effective decision making to help in improving efficiency.
Growing dependence of most organizations on their informa-
tion systems has provided problems such as theft of data, attacks
using malicious code, denial of service etc. New opportunities for
IT related issues coupled with risks have made IT Governance
an increasingly critical facet of overall governance. Information
security is not just a technology problem, it is a business issue, it
was seen as a negative factor creating value through nonoc-
currence. Organizations that make extensive use of information
technology can be more efficient and productive. However, this
ever-growing dependence on IT also leads to a dramatic increase
in expensive information security incidents and failures (BSI, 2004).

As organizations become increasingly dependent on infor-
mation systems (IS) for strategic advantage and operations,
the issue of IS security also becomes increasingly important
(Kankanhalli, Teo, Tan, & Wei, 2003). The information must
be protected from harm caused due to threats leading to loss,
non-availability, alteration and wrongful disclosure. Threats
include errors and omissions, fraud, accidents and intentional
changes (Saleh, Alfantookh, 2011). The main goal of informa-
tion security is to protect the interest of stakeholders by ensuring
confidentiality (disclosure of information to the righteous per-
sons), availability (information systems are available and usable)
and integrity (information is protected against unauthorized
changes). Thus, Information Security is a key aspect of informa-
tion technology governance.

Information security industry in itself encompasses diverse
set of products, services, processes and policies ranging from
encryption algorithm to human resource management. The suc-
cess of information security implementation can be determined
through technological, operational and managerial controls. The
lack of a fully inclusive guideline document to assist the function-
ing of sufficient Information Security Governance is common in
the business environment.
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2. Impact of IT Implementation on
Organizations

There has been an exponential growth in IT in years which can be
exploited by corporation to meet the challenges of rapidly chang-
ing economy (Morton, 1991). The relationship between IT and
business in recent years has changed from strategic level to sup-
porting operational processes in business (eg. Workflow systems,
document management, case management, etc) (Radianti &
Gonzalez, 2007). ‘Modern societies, organizations & business
depend on reliable information system (Hallberg, Hallberg &
Hunstad, 2007).

One can not deny the role of IT in success of a business.
In fact, IT services have proven to be directly affecting busi-
ness process performance & organization success (Hosseini,
2005).

As per the companies, IT services have resulted in companies
performance enhancement in terms of higher return on sales and
even the market share is directly impacted by efficient use of IT
(Kempis, & Ringback, 1999) and researchers indicated this link-
age of IT to enterprise very strongly. Studies suggest that this link-
age can significantly affect the efficiency of the business and hence
give it a competitive edge above others (Hosseini, 2005). It majorly
improves customer service; integrate supplier and customer oper-
ations (Luftman, Lewis, & Oldach, 1993). In a way financial and
non-financial, both business functions are impacted by adop-
tion, implementation and expansion of an information system
in organizations (Chatzoglou, & Diamantidis, 2009). Researchers
even advocated the positive impact of investments in IT on firms’
production process (Shao, & tin, 2001). Some are of the view that
though IT impact performance, but the improvement in produc-
tivity is not as per expectation (Ko, & Bryson, 2002).

3. IT Implementation: Not a Risk
Free Affair

Though several researchers have advocated the positive role of It
in improving organization’s performance and providing a com-
petitive edge to it (Morton,1991; Radianti & Gonzalez, 2007;
Hosseini, 2005; Kempis, & Ringback, 1999; Luftman, Lewis, &
Oldach, 1993), the dependence of organizations on IT has made
them vulnerable to issues like IT frauds, diverse set of security
risks ranging from virus attacks to intentional or unintentional
damage to the organization by employees resulting in failures of
critical processes, due to problems in infrastructures like servers,
data centers (Luftman, Lewis, & Oldach, 1993; Hosseini, 2005).
75% of organizations have confirmed being attacked (Bagchi, &
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Udo, 2003). Studies have revealed six categories of IT security
issues have emerged which are as follows:

e System development

o System operation

« Risk management

« Communication and management of security

« Competence regarding security

« Attainment and preservation of trust (Hosseini, 2005).

Financial and non financial business functions are impacted by
IT implementation risks (Chatzoglou, & Diamantidis, 2009).
Use of IT encapsulates both systematic and unsystematic risks
(Hallikainen, Kivjarvi, & Nurmimaki, 2002). Some studies have
revealed that IT risk levels can not be fully eliminated or even
lowered by advances in I'T (Chatzoglou, & Diamantidis, 2009). As
per Netherlands National Bank manual, IT risk is the predictable
or possible risk that comes up because of the insufficient process-
ing of existing information system (Chatzoglou, & Diamantidis,
2009). The manual also suggests a descriptive definition of IT
risk in terms of following indicators

« Exclusivity - level of inappropriate authorization and unau-
thorized access

« Integrity -volume of incorrect and irregularly used and proc-
essed data

o Controllability-loosely controlled IS procedures

o User operations-inadequate IT support lack of skill and expe-
rience applied to IS

+ Continuity-non availability of high level data and high vol-
umes of system failures and disruptions

o Manageability-low degree of IS flexibility and maintainability
leading to risks (De Nederlandsche Bank, 2001).

This categorization is supported by many researchers (Natio-
nal Institute of Standards and Technology, 2002; O’Donnell,
2005). As per the study 8 types of IT risks impact the perform-
ance of an organization which are:

« Operator error-by computer operator

» Hardware malfunctions-errors due to faulty hardware design

« Software errors or bugs-flaw in programs

+ Data errors-invalid data

o User’s carelessness-leading to accidental disclosure of infor-
mation

« DProtection error-inadequate protection against failure of sys-
tem components leading to damage to physical infrastructure

o Performance error-failing to meeting the desired expectation

« Liability-system’s level of responsibility (Steven, 2002)
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Several authors have suggested IT implementation risk to be
divided into 5 broad categories

o Application complexity-refers to number of links to other
systems

o Application size-refers to number of users needed in develop-
ment of IS and usage

o Organizational environment-refers to association between
users and creators

o Team expertise

o Technology novelty (Hallikainen, Kivjarvi, & Nurmimaki,
2002)

As per the researchers, coordination and partially informa-
tion ability are the most impacted non-financial factors and IT
risk levels can not be fully eliminated or even lowered by just
implementing or improving IT (Chatzoglou, & Diamantidis,
2009).

4. Risk Management: Basic Principle
of Risk Analysis

Companies Can Estimate Possible Damages if a Threat Event
Were to Arise (Godbole, 2008)

There has been tremendous study on handling the informa-
tion security issue in I'T based organizations. Different traditional
information security methods have been developed with time.
Some researchers have categorized infosec methods into 3
(Baskerville, 1988) generations and some into 5 (Baskerville,
1993) RM among the most commonly used early generation
(first or second) infosec method (Siponen, 2005) called tradi-
tional method. They are widely used in practice (Baskerville,
1992; Fitzgerald, 1995; Solms, 1996; von Solms, & van de Haar,
2001) these are as follows:

o Checklist-AFIPD, SAFE, Moultan-Moultan, Wood et al

o ISS Standards-BS ISO/IEC17999 , GASSP, Sanders et al

o ISS Maturity Criteria-SSE-CMM, Software Security metrics,
The Information Security Maturity Grid

o Risk Management- The generic RM approach, Hallidat et al.
X-ifying RM, LRAM, communication approach

o Formal methods-Anderson, Barnes (Siponen, 2005)

Most of these methods are not integrated into ISD which results
in conflict between normal functionality of Information Systems
and Security functionality. These problems range from increased
costs, user resistance in implementing the system to malfunc-
tioning of the system which leads to various types of losses.

Vol 5 | Issue 1 | January-June 2013 | www.gjeis.org

Theme Based Paper

Of all methods stated above the most common methods
are the Infosec management standards which are widely used
and advocated. But these standards have limitations that the
focus of these standards is on existence of processes rather than
its content and effectiveness (Siponen, 2006). The underlying
principle of these standards is mere existence of security activi-
ties not the extant or quality of their existence and hence they
are just guidelines without advising how desired results are
to be achieved just the use of a particular security process or
activity does not ensure the security of the organization as per
the objective. It is the content and quality that really matters
(Siponen, 2006).

Studies show that Risk Management is the only tradi-
tional method which is useful in practice and the key to
success of information security system is the alignment of
RM to organizations’ business strategies. (Siponen, 2005).
Risk analysis is the science of observation, knowledge and
evaluation-that is, keen eyesight, anticipation, etc. Risk man-
agement is the keystone to an effective performance as well
as for targeted, proactive solutions to potential threats and
incidents [an incidents is any event that is not a part of the
standard operation of a service and that causes, or may cause,
an interruption to, or a reduction in, the quality of that serv-
ice]. Risk management is the ongoing process of identifying
risks and implementing plans to address them. Risk evaluation
is a process that generates an organization-wide view of infor-
mation security risks. Risk management is the skill of handling
the identified risk in the best possible manner for the interests
of the organization.

Asset, threat and vulnerability combined are called triple in
risk management domain where asset is defined as a resource,
process, product, computing infrastructure etc. that an organi-
zation considers important to be protected, threat is the presence
of any potential event initiated by humans or natural that could
cause an adverse impact on the organization and vulnerability
is the absence or weakness of safeguard.

Risk is described by the following mathematical formula.

Risk=threat* vulnerability* asset value.

Some researchers advocate the definition of risk to be
changed from ‘the chance of something happening that will have
an impact on objectives’ to ‘the effect of uncertainty on objec-
tives’ (AS/NZS, 2009)

AS/NZS ISO 31000:2009 risk management-principles and
guidelines has earmarked 11 principles for risk management and
5 attributes to enhance risk management (AS/NZS, 2009) Which
are as follows:
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« Good risk management contributes to the achievement of an
agency’s objectives through the continuous review of its proc-
esses and systems.

o Risk management needs to be integrated with an agency’s
governance framework and become a part of its planning
processes, at both the operational and strategic level.

o The process of risk management assists decision makers to
make informed choices, identify priorities and select the most
appropriate action.

o By identifying potential risks, agencies can implement con-
trols and treatments to maximize the chance of gain while
minimizing the chance of loss.

« The process of risk management should be consistent across
an agency to ensure efficiency, consistency and the reliability
of results.

o To effectively manage risk it is important to understand and
consider all available information relevant to an activity and
to be aware that there may be limitations on that information.
It is then important to understand how all this information
informs the risk management process.

o An agency’s risk management framework needs to include its
risk profile, as well as take into consideration its internal and
external operating environment.

« Risk management needs to recognize the contribution that
people and culture have on achieving an agency’s objec-
tives.

o Engaging stakeholders, both internal and external,

o 'Throughout the risk management process recognizes that
communication and consultation is key to identifying, ana-
lyzing and monitoring risk.

o The process of managing risk needs to be flexible. The chal-
lenging environment we operate in requires agencies to
consider the context for managing risk as well as continuing
to identify new risks that emerge, and make allowances for
those risks that no longer exist.

Agencies with a mature risk management culture are those that
have invested resources over time and are able to demonstrate
the continual achievement of their objectives. (AS/NZS, 2009)

Five Attributes to enhance risk management range from
organizations accepting the accountability for their risks to
develop comprehensive controls and treatment strategies to con-
tinuous improvement in risk management through setting and
review of performance goals, systems, resources and capability/
skills to ensure continuous improvement, to making individuals
accountable for risk management, to inclusion of risk manage-
ment considerations in decision making and last but not least
frequent reporting of the entire risk scenario to all stakeholders
(AS/NZS, 2009).
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5. Approaches and Considerations
in Information Security Risk Analysis

There are various approaches for analyzing risk which are as fol-
lows

o Quantitative risk analysis,

 Qualitative risk analysis,

« Valuation of IT/ information system assets,
o Selection of safeguards (Godbole, 2008)

Quantitative risk analysis deals with assigning independently the
objective numeric values in monetary terms to the components
of the risk assessment and to the assessment of potential losses.
Qualitative risk analysis addresses intangible values, of a data/
information loss and its focus is on other issues, rather than on
the pure hard costs.

Risk analysis process is considered fully quantitative when all
the elements of the risk analysis (asset value, impact, threat fre-
quency, effectiveness, costs of safeguards/countermeasures, etc.)
are measured, rated and values are assigned to them.

Qualitative risk analysis process involves the following
steps:

Estimation of assets’ monetary value
Analysis of potential threats to assets

Defining Expected Annual Loss

Qualitative risk assessment is based on assessing and ranking
the seriousness of threats and the relative sensitivity of the assets,
or a qualitative grading is provided to them, by using a scenario
approach and creating an exposure rating scale for each scenario
(Godbole, 2008).

6. Conclusion

It has been identified that information system security includes
many concepts, facts and techniques. Various researchers and
practitioners have defined and formulated the information
security and IT risk policies in different ways to accomplish the
objectives of securing the information assets in various kinds of
organizations. There are a number of methods for information
security but risk management should be given the highest prior-
ity due to its integration with Information System development.
There is a need to address the way risk-based decision making
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is applied in places that it may not improve the outcomes of the
problems being addressed.
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